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The time of digitalization of the economy is accompanied by the implementation of new technological solutions.
One of the fastest growing markets is electronic payment systems which allow users to accept payments anywhere.
Therefore, much attention is paid to development of various systems to accept and send payments
worldwide. Some countries impose state or local tax on the sales of goods or services that consumers pay when
making a purchase. Sales tax varies greatly by location. For an audit company, use of an incorrect tax rate by their
clients results in additional time and financial costs for correcting errors. The goal was to reduce the transaction
costs of payments by developing a client-server application, which is an add-on to the existing payment system
with the addition of required functionality to find zip code based on GPS coordinates of the device in order to
obtain the correct sales tax rate for location from the accounting system, calculate necessary payment amounts and
make payment through the payment processing system. To achieve this goal, we surveyed the business processes
of an audit company, created business and function requirements, designed and developmented a client-server
application. The importance of the created solution lies in increasing accuracy of sales tax calculation at the time
of payment due to the correct rate. This solution allows to reduce the number of errors in tax documentation and
reduce financial losses due to late tax payments and fines.
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1 INTRODUCTION

Increasing production and business efficiency is vital
to all industries of the economy. Modern information
technologies are there to help attain these goals. Some
of the important areas of IT application is developing
systems for accepting electronic  payments
considering the constantly growing market as well as
providing support to accounting and financial
solutions.

Accurate and timely processing of taxes affects
financial sustainability of businesses (Baiguzina,
Galimova, Nurdavlyatova, 2021) and may result in
losses in case of violations. Correct calculation of
taxes performed practically in real time provides for
cutting payment transaction costs. For this purpose a
system for accepting payments from consumers
including sales tax calculation was developed.

Sales tax is an indirect tax (consumption tax)
collected from customers at the moment goods or
services are acquired. The final tax rate may vary by
types of goods and services and is received through
adding the rates of administrative divisions: region
(state), city and borough (district). Entrepreneurs
registered in one region but conducting business in
other regions and/or states may face problems trying
to define the tax rate at the moment of payment
without consulting their auditors.

The present work is highly relevant due to its
practical application and growing demand from
clients for more advanced, modern and efficient
digital payment services in connection with
developing their business technologies and specific
nature of their business. At the same time, it is
necessary to ensure a high level of security of such
services (Nazarov, Fitina, Juraeva, 2019).

The developed software which is an add-on to the
existing payment processing system provides for:

identifying zip code of payment processing
location based on GPS coordinates;

transferring the zip code to the accounting system
and receiving from it a correct tax rate;

correct calculation of amount collected from
client (including sales tax calculated based on
received rate as well as commission fee);

processing payment through the payment system
and sending notification text message and e-mail to
persons effecting payment.

The present article deals with such audit activity
as internal audit and such business process as
accepting funds from customers.

“Internal audit is an independent activity of a
company related to checkup and evaluation of its
operations in its own interests” (The Institute of

Internal Auditors. The IPPF: The Framework for
Internal Audit Effectiveness, 2017). Internal audit
mission is “Preserving and increasing corporate value
through carrying out objective internal audits based
on risk-oriented approach, providing advice and
sharing knowledge” (The Institute of Internal
Auditors. International Standards for the Professional
Practice of Internal Auditing (Standards), 2017).
Internal audit goals are viewed as increasing
efficiency and results of operating company (The
Institute of Internal Auditors. I1A Position Paper: The
Role of Internal Audit in Enterprise-Wide Risk
Management, 2009).

Itis vital that risks of utilizing an incorrect tax rate
should be minimized, in order to reduce mistakes in
reporting documents and reduce the amounts of
additional payments and penalties for late payment of
taxes.

2 METHODOLOGY

The goal of the present study is to reduce payment
transaction costs through developing a service for
accepting payments from audit firm customers.
Transaction costs include time required for
negotiations between customer and auditor, time
related to manual search for tax rate applicable to
address communicated by the customer, as well as
time for subsequent control over correctness of tax
calculation.

The automation object is the process of accepting
payment which depends on the place where payment
is accepted as defined based on GPS coordinates of
device.

To attain this goal the following tasks should be
completed:

1) research business processes of interested party;

2) formulate business requirements and functional
requirements related to client-server application for
accepting payments including sales tax;

3) design client-server application;

4) development client-server application;

5) testing of the application.

The best payment processing systems 2023 were
analyzed as per (Best Payment Management
Software. Slintel: Technographic Analysis, 2023)
(figure 1). The following systems were selected from
the list for more detailed analysis: Stripe (rated
second with market share of 23.24%), Square Point
of Sale (rated fifth with market share of 2.82%), and
Mxmerchant.



Market Share for Top Payment Management Technologies

Analyze the market share of popular Payment logies along with i ion about

competitors, prospects, tech stacks, funding information, contract renewal dates and more

Ranking Technology Customers Market share

1 PayPal 325,646 30,44 (%)
2 Stripe 248,643 23.24 (%)
3 Stripe Connect 224,048 20.94 (%)
4 Adyen 17,245 10.96 (%)

5 Square Point of Sale 30,142 2.82 (%)

Figure 1: Top 5 Payment Management Technologies 2023
(Best Payment Management Software. Slintel:
Technographic Analysis, 2023).

The process of effecting payment from client
(lower level) to seller (upper level) is typical (Stripe
Teardown: How The $36B Payments Company Is
Supercharging Online Retail. Research Report,
2021). Itis shown in figure 2. The client uses a credit
card issued by the bank, while beneficiary utilizes
services of payment intermediaries which facilitate
the process of accepting payment. The market niche
of the companies we are considering in order to
analyze existing solutions is creation of an easy-to-
use method to receive funds from customers.
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Figure 2: Layers of the payment stack (Stripe Teardown:

How The $36B Payments Company Is Supercharging
Online Retail. Research Report, 2021).

Results of performed analysis of existing
solutions for receiving funds are shown in Table 1.

Table 1: Analysis of existing solutions.

Function /| Stripe | Mxmerchant

System

Square

Identifying zip - - -
code based on
GPS

coordinates

Receiving tax -
rate based on
zip code of
place where
payment is
accepted
Calculating tax - - -
amount based
on available
tax rate
Calculating tax - + -
amount based (in mobile
on rate app only)
associated with
credit card zip
code

Payment using + + +
credit card
Payment from - + -
bank account (through API
only)

+ -

Web payment +
link
Mobile app - + +

It should be noted that none of the studied systems
meets the demands of the interested party in full
scope, therefore it was proposed that a client-server
application be designed, developed and implemented
which shall include features required to identify zip
code based on GPS coordinates in order to receive an
accurate sales tax rate for further automatic
recalculation of the amount due, payable both by
credit card or from bank account of payer.

Such application shall provide for the primary
function — automation of payment acceptance with
the help of client-server application.

Input data for the application are as follows:

payment link generated for authorized customer;

zip code received based on GPS coordinates;
sales tax rate received from accounting system;
data entered by the user.

Application output data — payment confirmation
in the shape of text message and email.

Diagrams describing architecture (Jacobson,
Booch, Rumbaugh, 1998; Goma, 2022; Robert Cecil,
2003) of application were developed using CASE
instruments of Visual Paradigm Standart ver 16.2.

Developed activity diagram elaborates the
automated process of processing payment using the
application (figure 3).
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Figure 3: UML Activity Diagram

To implement its primary function the application
performs the following functions:

choosing payment method — using credit card or
bank account of payer;

choosing an option to include sales tax in payment
amount or not;

identifying zip code for place where goods are
sold/ works carried out/service provided, based on
GPS coordinates;

providing for possibility to enter zip code
manually in case it is impossible to identify it based
on GPS coordinates;

transferring zip code to the accounting system and
receiving a corresponding sales tax rate;

providing for entry of payment amount by the
user;

calculating tax, commission and final amount of
transaction and displaying it on the screen;

entry of payer information, for payment by credit
card or from a bank account;

providing for confirmation of
authorization;

effecting payment;

providing payment confirmation via text message
and email.

The application utilizes several data sources:
OpenStreetMap to locate address based on GPS
coordinates, Accounting system to retrieve sales tax
rate based on received zip code, Payment system as
well as with information provided by the user.

Data flow diagram is shown in figure 4.

Main architectural solutions:

- The back-end is implemented using
programming language Java, framework Spring, with
Spring MVC module which facilitates creation of
MVC structure, and Spring Security Json Web Token
feature for authentication of HTTP requests when
developing RESTful service (Webber, Parastatidis,
Robinson, 2010). Thunder Client extension for Visual
Studio Code was used to test API.

payment



- The front-end is implemented using Component diagram is shown in figure 5.

HTML5, CSS and programming language JavaScript Application class structure is developed. Class
(framework jQuery). structure diagram is shown in figure 6.
- JSON is used to exchange data between
services.
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Figure 6: UML Class Diagram.

Let us review application classes. Application
class — main class of application, contains program
entry point, inherits class
SpringBootServletlnitializer (which launches the
application from war archive) and override configure
method to download our configuration of application.
It also implements WebMvcConfigurer interface
(which includes support of Spring MVC(Albano,
2022)).

TransactionEntity class contains attributes of
transaction (amount, sales tax rate, commission
percentage) and is a parent class for classes
CardEntity and ACHEntity which contain attributes
for type of payment:

CardEntity class contains attributes for payment
by credit card (name of card holder, card number,
CVV code, card expiration date);

ACHERtity class contains attributes for payment
from a bank account (account holder name, account
number, BIC).

PaymentController
receives objects of
ACHEntity.

class
classes

effects payment,
CardEntity and

StaticController class manages the choice of
template to be displayed to the user.

PaymentController, StaticController and
ApplicationTests classes include object of class
JwtTokenUtils for authentication of requests for
REST APIs.

ApplicationTests class contains tests.

Dependencies were created for autoconfiguration
and establishing testing libraries (JUnit, Mockito,
Assert] etc.) in file pom.xml.

In the process of development the application was
tested with the help of automated unit testing, using
mvn test command (test to verify loading of context,
test to verify loading of page, test to receive tax rate
based on zip code using mock data, test of payments
made by credit card and from bank account using
mock data). Automated unit testing proceeded
successfully after refactoring operations were carried
out as needed.

Functional testing of completed application was
carried out using specially developed test cases:



TestCaseNel. Testing operation of parser
identifying customer of payment processing system
(beneficiary) based on entered link.

TestCaseNe2. Testing operation of API related to
receiving zip code upon first request.

TestCaseNe3. Testing operation of API related to
receiving zip code upon repeated request, in case
earlier request returned negative.

TestCaseNe4. Testing operation of API related to
receiving tax rate based on zip code.

TestCaseNe5. Testing correctness of mathematical
calculations and correct display of results.

TestCaseNe6. Testing accepting and effecting
payment using credit card.

Payment to: Elena Safonova
Payment will appear in your bank statement

Total Price

VISA @ AMERICAN () Rincrs Club Lsich) DISCOVER
CARD PAYMENT ACH PAYMENT
Amount Client ZIP
Include Taxes
Name on Card
Receipt Phone Receipt Email
Card Number cvv Exp Date ZIP Code

By signing this form, you give us permission to debit your account for the amount indicated
on or after the indicated date. This is permission for a single transaction only, and does not
provide authorization for any additional unrelated debits or credits to your account.

Functional testing did not reveal any mistakes or
contradictions.
User interface was tested manually.

3 RESULTS

Client-server application for accepting payments
including calculation of sales tax was designed,
developed and tested, screen forms of web
application are shown in figure 7. REST APIs related
to connection with third-party systems were
implemented. Testing of the application was
complited.

Payment to: Elena Safonova
Payment will appear in your bank statement

Total Price

$0.00

Processing fee: 0 % included

@z B33 DISCOVER

AMERICAN
VISA & EXPRESS

CARD PAYMENT ACH PAYMENT

Amount Client ZIP

Include Taxes

Account holder Routing number

Confirm account number

Account number

Phone Email

By signing this form, you give us permission to debit your account for the amount indicated
on or after the indicated date. This is permission for a single transaction only, and does not
provide authorization for any additional unrelated debits or credits to your account.

Figure 7: Web application screens.

4 DISCUSSION AND
CONCLUSION

The developed client-server application for accepting
payments including sales tax calculation makes it
possible to reduce payment transaction costs and
make calculation of sales tax more accurate due to use
of correct rate, resulting in less mistakes in tax
documentation and decreasing the amount of
additional payments and penalties due to late tax
payment.

This application may be improved and further
developed through assigning a role to the user
depending on his/her type of business and enhancing
the application functions with respect to automated
determination of sales tax applicability to certain
types of business operations. Another way to develop
the application is to integrate the payment processing
system with accounting systems.
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