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Abstract: The modern Russian financial market, especially its investment part, has been preparing for a long time by 

state regulators for a progressive leap forward. Special attention, including the federal legislator, is paid to the 

regulation of financial relations in the investment segment of the Internet space. In the early 2020s, special 

regulations aimed at streamlining remote investment relations came into force. Such measures have been 

taken at the institutional level based on a clearly traceable trend of transferring transactions by participants in 

the investment process to the Internet information and telecommunications network. The financial and 

economic motivation of companies to expand the scale of attracting investors through Internet 

communications is revealed. The availability and dynamics of the websites of professional intermediaries, 

companies of the registration and accounting infrastructure of the securities market, investment Internet 

platforms (providing a variety of investment options) are critically evaluated. The intellectual and physical 

abilities of private investors owning Internet services are highlighted and investigated. The activity of state 

institutions for the development of regulatory regulation of investment turnover on the Internet is studied. The 

forecast of the inevitable increase in the number of citizens showing interest in investing on the Internet is 

substantiated, a proposal is made to develop at the Federal Centre’s level and implement the state program 

"Investment Internet Literacy of the population" in 2023-2027. 

1 INTRODUCTION 

The 2020s, in any case, their first half, are 

characterized by a clear drift in the operational 

interaction of investors and recipients of investments 

in the Internet information and telecommunications 

network (hereinafter referred to as the Internet). 

Understanding this pattern is of great importance both 

for participants in investment relations and for public 

regulators. It is necessary to recognize and support the 

close attention of Russian public regulators, first of 

all, the Bank of Russia and other institutional 

structures to the development of digital technologies 

in the field of financial relations in general, and in the 

investment segment in particular. Ideally, such 

technologies provide simplicity, convenience, 

accessibility, variability, transparency, 

manageability, legality, efficiency, and "seamless" 

                                                                                              

a  https://orcid.org/0000-0002-1480-4574 
b  https://orcid.org/0000-0001-6580-4104 

operations when investing. The indicated trend and 

the most innovative model of interaction between 

investors and recipients of investments are based on 

several significant circumstances (factors). We will 

identify and further investigate these factors, having 

previously hypothesized about their interrelation and 

interdependence (consistency). 

2 RESEARCH 

The first factor is the habit of the Internet, confirmed 

by the long–term positive practice of society. For a 

period of about 25 years, the world information and 

telecommunications network has become a highly 

necessary service for the Russian citizen, which 

inherently accompanies the life of a modern person. 

An impressive set of opportunities is provided via the 



Internet: purchase and sale of goods; provision of 

services; provision of cinema, video, music, news, 

educational, entertainment, sports, advertising, and 

other content. In Russia at the beginning of 2023, the 

Internet prevalence rate is 88.2% (76% at the 

beginning of 2019). At the beginning of 2023, there 

were 127.6 million (109.6 million at the beginning of 

2019) Internet users in our country, of which 68 

million people make purchases of things and other 

items on the Internet (with a total population as of 

January 2023, 144.7 million people) (REPORT. Web 

Canape, 2023). Consequently, the growth in the use 

of Internet communications by Russians is significant 

On the topic of our research, we will pay special 

attention to the development of remote banking 

services, which has been implemented for more than 

30 years, and which has played a decisive role in 

gaining high confidence in the Internet among the 

broad masses of the population. According to the 

Bank of Russia, at the beginning of 2023, more than 

7,912 million accounts were opened in Russian credit 

institutions for legal entities with Internet access 

(2013 – 2,345 million accounts). More than 311.911 

million accounts have been opened to individuals 

with Internet access (2013 – 28.377 million accounts) 

(Statistics. Bank of Russia, 2023). As you can see, 

over 10 years, the growth of attention to money 

transfers via the Internet from companies is 3.7 times, 

from citizens – 11 times. At the same time, payments 

via the Internet, orders for which were drawn up and 

transmitted electronically by customers of credit 

institutions for 9 months of 2022 exceeded 2.292 

billion transactions (2013 – 158.6 million 

transactions) (REPORT. Web Canape, 2023). There 

is a multiple increase in the intensity of the use of 

remote money transfer technologies by customers – 

14.5 times in 10 years. 

The second factor is practical computer digital 

(information) technologies. They provide remote 

contacts between participants of investment relations 

provide options for quick money transfers with 

documentary confirmation of the results of 

calculations. A citizen (organization), having a 

computer and (or) a smartphone, receives a 

guaranteed opportunity to establish financially and 

legally significant communication with a professional 

investment intermediary, and, if desired, also 

establish communication directly with the recipient of 

the investment. Such interaction is carried out 

remotely from the point of the IP address of a 

computer, smartphone connected to the Internet, as a 

rule, at the place of residence (work) of a citizen, at 

the location of the organization. Obviously, this is 

very convenient, both from the position of a familiar 

location for a potential investor ("houses and walls 

help"), and in terms of reducing transaction costs. 

There is no need for geographical movements, there 

is no need to allocate a special time interval for 

preparing and holding a meeting for a transaction, 

there is an elementary saving of time and money on 

transportation costs. A professional investment 

intermediary or the final recipient of investments is 

relieved of the worries and expenses of organizing 

and holding receptions and meetings with potential 

(current) investors in the company's office. 

Focusing on individuals, we note that according 

to BCS Express, by the end of 2022, the number of 

individuals with brokerage accounts on the Moscow 

Exchange amounted to 22.9 million people. Citizens 

have opened a total of 38.3 million brokerage 

accounts (27.6 million accounts – by the end of 2021). 

During 2022, more than 2.2 million people carried out 

transactions on the Moscow Exchange every month 

(2 million people – 2021) (BCS Company, 2022). 

According to the Bank of Russia, the total value of 

assets of resident individuals in brokerage services 

(including securities, cash and claims minus 

liabilities, including on individual investment 

accounts) by the end of the fourth quarter of 2022 

amounted to 6 trillion roubles (growth of 15% IV 

quarter 2022 / IV quarter 2021): about 5.3 trillion 

roubles accounted for securities, 0.6 trillion roubles – 

money in roubles and foreign currency. At the same 

time, deposits of individuals in non-resident banks in 

foreign currency increased by 4 trillion roubles in 

2022 (Review. Bank of Russia, 2023). For 

professional investment intermediaries or final 

recipients of investments, it is impossible in any way 

to organize and conduct contact work with such a 

huge number of investors when they physically 

appear at the offices of companies. There is no doubt 

that tens of millions of citizens, when making and 

implementing their investment decisions, conducting 

monetary transactions and transactions with 

investment assets, brought them to life remotely, 

using computer digital (information) technologies. 

The third factor is the financial interest of Russian 

professional investment intermediaries and 

companies of registration and accounting 

infrastructure to expand the scale of business through 

remote Internet technologies to attract a wide range 

of investors in this way. According to the data of the 

Bank of Russia for March 2023, the number of those 

with a valid license, as well as those included in the 

registers of the Bank of Russia: brokers – 254 

companies; dealers – 279; forex dealers - 4; trust 

managers – 178; investment advisors – 215 

companies and individuals; companies licensed to 



carry out activities to maintain a register of securities 

owners – 31; depositories – 253; 6 exchanges and 1 

trading system; clearing organizations – 6; 2 

repositories are licensed. Equally important is the 

information of the Bank of Russia on suspended and 

cancelled licenses of professional participants in the 

securities market (Securities Market. Bank of Russia, 

2023). Every professional investment intermediary, 

every representative of the registration and 

accounting infrastructure of the market out of the 948 

mentioned above, necessarily has its own website on 

the Internet. 

We consider it obvious that for our modern 

professional investment intermediaries and 

companies of registration and accounting 

infrastructure, presence on the Internet has become 

mandatory. For any mentioned participant of the 

investment turnover, this is an integral part of the 

office, which is visualized in the design of an 

individual brand and business logic, like a ceremonial 

business card in electronic form reflects the ideal 

appearance of a promising partner of a potential 

investor. As we can see, the documents of the Bank 

of Russia reveal a significant – multiple – growth of 

the market built in this way. The growth in both 

monetary turnover and the number of participants in 

investment operations. 

The fourth factor is a mirror image and is 

inextricably linked with the third factor presented 

above. Concentrated representation in the form of 

investment platforms' websites, as well as websites of 

professional investment intermediaries and 

registration and accounting infrastructure companies 

provide an extremely wide range of investment 

options for investors on the Internet. Note that visual 

is the easiest way to get information; a deeper 

understanding of a phenomenon, of course, involves 

reading and assimilating the text accompanying the 

images. Additionally, the sound accompaniment of 

the corresponding image and text improves the 

quality of information perception. This is exactly 

what is implemented in the modern Internet. 

For example, in the investment segment of the 

Russian Internet, there are 10 operators of 

information systems in which digital financial assets 

are issued they are also included in the Register of the 

Bank of Russia. 

A potential investor has a wide range of options to 

allocate and use time intervals at his discretion, based 

on personal convenience and depending on the 

location. Thus, a modern Russian can thoroughly 

investigate and compare offers from the final 

recipients of investments from professional 

investment intermediaries from anywhere in the 

world, study their official documentation, check the 

legality of their presence in the investment turnover, 

receive other data from websites related to investment 

transactions. However, it should be clarified that this 

will require, firstly, a computer (smartphone) with 

certain software functionality, secondly, its official 

communication with the Internet, and, thirdly, most 

importantly, electricity. 

The aforementioned complex of special property 

for technical support of investment, as we believe, 

reflects the financial profile of such an investor-an 

individual, at least at the level of 600 thousand 

roubles stable annual income. Along with this, the 

investor must have high intellectual and physical 

abilities, as well as have basic knowledge of finance 

and investments, minimal knowledge of the relevant 

legislation. According to our estimates, based on a 

long-term analysis of the annual reports of the Bank 

of Russia, in 2023 more than 33 million people in 

Russia will be interested in and actually invest via the 

Internet. Conveniently and voluntarily using the 

Internet, these investors actually have hundreds of 

options for investing their capital. 

The fifth factor, due to its consistency, is 

interconnected with the fourth. In our opinion, in 

order to invest, especially through the Internet, a 

citizen must have high intellectual abilities. But, first 

of all, he must have legal capacity, namely the age of 

18 and above, full sanity, the ability to understand his 

rights, duties, responsibilities, consequences and 

significance of his actions, and what is important in 

investment transactions – the risks of financial losses. 

It also requires in-depth knowledge, honed skills and 

practical skills to conduct investments using the 

Internet. In our country, a Strategy for improving 

financial literacy in the Russian Federation for 2017-

2023 has been adopted and implemented at the state 

level (Decree of the Government of the Russian 

Federation No. 2039-r of September 25, 2017).The 

purpose of the Strategy is to create the foundations for 

the formation of financially literate behaviour of the 

population as a necessary condition for improving the 

level and quality of life of citizens, including through 

the use of financial products and services of 

appropriate quality 

Unfortunately, the broad masses of the population 

are still difficult to educate and qualify in matters of 

behaviour in the financial market, and so far, the 

specialized state programs "Investment literacy of the 

population of Russia", "Internet literacy of the 

population of Russia" do not exist at all, even in the 

project. According to the Ministry of Internal Affairs 

of Russia for 2022, with the participation of 

Rosfinmonitoring, 11 financial pyramids were 



liquidated in our country. Experts of the Bank of 

Russia estimate losses from investments in financial 

pyramids at the level of 5-6 billion roubles. For 

example, in 2021, losses in only 1 pyramid "Finiko" 

amounted to over 5 billion roubles – as we can see, 

there is an encouraging trend to reduce financial 

losses of investors from the activities of financial 

pyramids (a decrease of 30-35% in 2022 by 2021). 

 

It is necessary to support the energetic tactics of 

the Bank of Russia in countering pyramids, in which 

a period of 5 – 5.5 days passes from the identification 

of the activity of an entity with signs of a financial 

pyramid to the publication of information on the 

Regulator's website. In this regard, we pay attention 

to the following data (Table 1) (Annual report. Bank 

of Russia, 2021). 

Table 1: Information on countering, unlicensed activities in 

the financial market. 

The number of entities 

identified by the Bank of 

Russia, presumably 

carrying out: 

2019 2020 2021 

activities of illegal creditors 1845 821 948 

activities of illegal 

professional participants of 

the securities market (for 

2021 – including illegal 

forex dealers, illegal 

managers, illegal brokers 

 

210 

 

395 

 

860 

activities of financial 

pyramids 
 

237 

 
222 

 
871 

 

It should also be noted that the absolute majority 

of both liquidated and newly emerging modern 

financial pyramids put forward their investment-

fraudulent proposals for fast and fabulously large 

returns for investors on the Internet. This is a separate, 

albeit very specific proof that investment 

technologies are developing rapidly in the Internet 

space, and that this is a key trend in the modern 

Russian financial market. 

The sixth factor is the institutional activity of 

public regulators on the development of legislative 

regulation of investment turnover on the Internet. In 

2023, much has already been done in the Russian 

jurisdiction for the development of Internet 

investment. In 2019, digital rights were legitimized. 

The Civil Code of the Russian Federation stipulates 

that such rights should be called digital in a specific 

law, their content and implementation procedure are 

regulated by the rules of the information system 

(Article 141.1). Which in turn in the simplest version 

is a website on the Internet, also created legally. 

Federal Law No. 259-FZ of 31.07.2020 "On 

Digital Financial Assets, digital Currency..." is 

particularly interesting for the topic of our research. 

Article 1 of the law establishes that the issue, 

accounting and circulation of digital financial assets 

are regulated. The specifics of the activity of the 

operator of the information system in which the issue 

of digital financial assets is carried out, as well as the 

operator of their exchange, are also regulated. Article 

1 of the law presents a very long interpretation it is 

possible to understand the essence only in parts. 

Digital financial assets are digital rights. There can be 

4 options: 1) a monetary claim; 2) a certificate of the 

possibility of exercising the rights under the issuer's 

securities; 3) the right to participate in the capital of a 

non-public joint-stock company; 4) a demand for the 

transfer of equity securities. Specific types of digital 

rights are fixed by the decision on the release of 

digital financial assets the procedure for their release 

is established by Federal Law No. 259-FZ of 

31.07.2020. The issuance, accounting and circulation 

of created digital financial assets are possible only by 

means of entries in an information system based on a 

distributed registry, as well as in other information 

systems (Federal Law No. 259-FZ of 31.07.2020 "On 

Digital Financial Assets, Digital Currency and on 

Amendments to Certain Legislative Acts of the 

Russian Federation"). As we can see, in this 

regulatory act, the legislator has completely limited 

himself to the Internet: investment instruments and 

they are investment assets that are remotely issued, 

accounted for, traded, terminate in virtual space using 

computer digital (information) technologies. 

We have researched quite a lot of publications of 

scientists on financial and investment topics in 

doctrinal sources, however, in exact harmony with 

our hypothesis that the development of Internet 

investment technologies is a key trend in the modern 

financial market no detailed judgments have been 

found. At the same time, there are contextual 

confirmations of our position. Fedotova G.V., 

Ermakova A.A., Urazova D.A. come to the 

conclusion that "the use of the strengths of automatic 

trading systems will certainly help to improve the 

results of exchange trading of each investor. Over 

time, robots will take on more and more technical 

operations, leaving people time for analytical work." 

(Fedotova G.V., Ermakova A.A., Urazova D.A., 

2019). Let us clarify that the algorithmization of stock 

market trading strategies provides for mandatory 

remote communication of the investor (trader) with 

the hardware and software complex of the exchange, 

the trading system, primarily via the Internet. 



Samiev P.A., Zakirova V.R., Shvandar D.V. come 

to conclusions that we fully support. In particular, that 

"The spread of globalization processes to the 

activities of financial organizations determines the 

trends in the development of digital interaction with 

customers, in particular, the growth of consumer 

demand for remote services.". 

Also that "young consumers differ from older 

generations in the nature of information perception, 

attitude to the selection and evaluation of goods and 

services. For example, a tendency to online orders. 

The active consumption of banking, insurance and 

even investment products by these generations makes 

companies increasingly digitize their products, 

translate them into online interaction with 

consumers" (Samiev P.A., Zakirova V.R., Shvandar 

D.V., 2020).  

Subrakova L.K., Zapykina V.R. come to 

absolutely correct conclusions that "The socio-

economic development of countries and regions in the 

present and, especially in the future, will increasingly 

be determined by the prevalence of financial 

technologies (mobile banking, fast payment systems, 

personalized financing, insurance, investment, 

etc.)… The advantages of new technologies in the 

financial sphere are manifested in the form of, firstly, 

reducing the cost of products with remote 

maintenance and abandoning the office network, and, 

secondly, expanding the product range of financial 

services." (Subrakova L.K., Zapykina V.R., 2022). 

Lopukhin A.V., Plaksenkov E.A., Silvestrov S.N. 

correctly note that "middle-aged and older people 

born during the USSR, where the set of financial 

services was very small, do not have sufficient 

knowledge about modern finance and experience in 

their use… On the other hand, Russia ranks high in 

the rankings in terms of the availability, distribution 

and consumption of financial services, mainly due to 

the massive use of online payments and money 

transfers… In the ranking of Internet quality and 

accessibility, Russia ranks 2nd among the 50 

countries with the largest GDP. According to the 

company Content-Review, 1 GB of data cost 

Russians only 24.6 rubles in 2020" (Lopukhin A.V., 

Plaksenkov E.A., Silvestrov S.N., 2022). 

Gubernatorov A.M., Teslenko I.B., Sokolov A.P., 

Spilnichenko V.K. note in accordance with our 

conclusions that "The peculiarity of digitalization of 

the financial sector is a combination of active 

penetration of high-tech companies into the financial 

market and the development of digital technologies 

by financial organizations… Thanks to digital 

transformation, productivity increases, accuracy, 

reliability and security of operational activities 

increases, the range and personalization of financial 

services expands, transaction costs decrease." 

(Gubernatorov A.M., Teslenko I.B., Sokolov A.P., 

Spilnichenko V.K., 2021). 

 

Poddubnaya M.N., Volkov E.Ya come to similar 

conclusions with our conclusions: "the widespread 

growth of Internet users, mobile applications, the 

development of e-commerce, active state policy in the 

field of digital economy development have an 

important stimulating effect on the development of 

fintech." (Poddubnaya M.N., Volkov E.Ya., 2021). 

Note that by the end of 2018, the number of 

professional investment intermediaries and 

companies of registration and accounting 

infrastructure was 534. As shown above, by the end 

of 2022 - 948. The number of investment transactions 

in 2018 increased: brokerage services provided – 2.22 

million persons (+51% of 2017), depository services 

– 2.83 million persons (+56% from 2017), trust 

management – 152 thousand persons (2 times from 

2017). 

Total standing of investment extravehicular 

portfolio in trust management in extravehicular for 

2018 up to $ 915 billion Rube. (+13% from 2017)). 

Brokers and asset managers to the individual 

investment accounts attracted a significant part of 

clients: in 2018, 599 thousand accounts (2 times from 

2017). The volume of assets on individual investment 

accounts increased in 2018 to 99 billion rouble (+93% 

from 2017) (Review No. 4. 2018. The Central Bank 

of the Russian Federation). 

The number of investment transactions in 2022 

increased again, in particular, brokerage services 

were provided – 29.2 million persons (+45% of 

2021). At the end of 2022, the number of investors 

under asset trust management agreements amounted 

to 848 thousand persons (+1% of 2021), the volume 

of investment portfolios of citizens alone amounted to 

1.2 trillion rouble (+2% of 2021). At the same time, 

the number of individual investment accounts at the 

end of 2022 amounted to 5.2 million units (+8% of 

2021). The volume of assets on individual investment 

accounts at the end of 2022 amounted to 446 billion 

rouble (Review No. 4. 2022. The Central Bank of the 

Russian Federation). 

3 CONCLUSIONS 

Thus, the modern financial market has digital features 

of investment instruments and a clear vector of 

development of the digital form of investment assets. 

The use of Internet technologies by participants of 



investment operations is a key trend, which is due to 

systemically related and interdependent factors. The 

systemic connection of existing factors is cemented 

precisely by the inevitability of the use of the Internet 

information and telecommunications network by 

participants in investment operations. 

Among these factors, firstly, the habit of the 

Internet confirmed by the long-term positive practice 

of society. Secondly, effective and practical remote 

digital technologies. Thirdly, the financial and 

economic motivation of companies to expand the 

scale of attracting investors through Internet 

communications. Fourth, a large number of websites 

of professional intermediaries, registration and 

accounting companies, investment Internet platforms, 

which provides a wide range of investment options. 

Fifth, high intellectual and physical abilities of 

private investors who own Internet services. Sixth, 

the activity of the state to develop regulatory 

regulation of investment turnover on the Internet. In 

the future, the number of citizens showing interest in 

investing on the Internet will increase rapidly, it is 

necessary to create and implement the state program 

"Investment Internet Literacy of the population" at 

the federal level in 2023-2027. 

Since 2021, Russia has a regulatory framework 

regulating digital financial assets. This technology is 

significantly more variable compared to any 

securities, if only because a whole package of 

different securities may appear inside one digital 

financial asset. Both by their issuers and by the types 

of securities themselves, hybrid options and their 

combinations are possible: digital financial assets + 

utilitarian digital rights. 

Digital financial assets have a special economic 

nature, as such; computer technology for remote 

application of digital investment instruments and four 

virtual structures of investment and financial 

interaction between issuers and investors have been 

created and regulated in the Russian financial market. 

Each investment relationship provides for the 

mandatory interaction of the investor, the recipient of 

the investment, the operator of the information 

system in which the issue of digital financial assets is 

carried out. As investment tools, they have targeted 

qualitative characteristics – these are crypto-

protected computer algorithms controlled only by an 

authorized user through Internet communications. By 

their economic nature, as investment assets, they 

mediate four digital images of the economic relations 

of the investor and the recipient of the investment 

(issuer). Firstly, a monetary claim is a liquid bearer 

debt that allows fragmentation. Secondly, the 

equivalent of a classic equity security (a share of a 

non-public joint stock company, a bond, an issuer's 

option, a Russian depositary receipt) with a fractional 

nominal value. Thirdly, the digital version of the 

shares of a non-public joint stock company, which is 

legally created, exists and is terminated exclusively 

and only in the information system. Fourth, the 

equivalent of a classic depositary receipt with a 

fractional amount of issued securities received. 

In our opinion, digital financial assets will totally 

dominate the Internet investment segment in 3-5 

years. It is necessary to study them in depth by 

potential investors and recipients of investments 

within the framework of the state program 

"Investment Internet literacy of the population". 
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