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The relevance of the choice of the subject of research, as the use of autonomous robotic systems for various
purposes and the object of research, which are algorithmic problems arising in terms of algorithm security
control, is determined by the existing contradiction between the need for autonomous robotic systems and the
complexity of the software implementation of this requirement. The study was conducted on the example of
the application of robotics in the field of autonomous transport systems. The implementation of trends of
autonomization in this area generates certain legal and technological problems related to the security of
algorithmic support of autonomous systems. The manifestation of such problems are critical application errors
that are problematic to identify at the development stage. In robotics, the main potential cause of these errors
is the functioning of the software of autonomous robotic systems outside the framework of deterministic
algorithms that were tested during their development. And if the consequences of application errors are
predictable for conventional technical systems, and responsibility for their results is determined, then for the
case of autonomous robots, the situation requires a solution. In the article, using general scientific methods of
analysis and synthesis, the main aspects of the current state and prospects of the problem of algorithmization
of the use of autonomous systems are investigated. On the basis of a review analysis of algorithmic problems
of using autonomous robots, possible consequences and causes of algorithmic errors arising from their use,
the formulation of the scientific problem of solving the problem of developing heuristic algorithms that
determine their application using a dynamically formed system of predicate behavior similar to human
morality is synthesized.

1 INTRODUCTION

With the advent of the very first mechanisms, both
objective rules for their application and a subjective
attitude  towards mechanical amplifiers and
substitutes for human functions began to form. The
complexity of the mechanisms grew, these rules and
relationships became more complex and diverse.
Their quintessence can be considered human
interaction with robotic systems. In the aspect of the
subject of the article, it can be noted that when
building interaction with mechanisms, including
robotic ones, great importance was paid to safety.
Measures were taken to ensure it, at first simple:
kinetic danger was countered by physical separation
in space, for example, by creating protective fences in
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robotic workshops. The variety and scope of
application of robots increased, robotics more
actively penetrated into various fields of activity:
industry, transport, military affairs, the total number
of robots used increased, and, accordingly, the
probability of damage caused by them.

It is quite natural that by now it is possible to cite
a sufficiently large number of incidents in the
operation of industrial robots and robotic vehicles.
The most representative sample of such examples is
in terms of the use of robotic systems in military
affairs. Initially, in combat conditions, robots were
used for reconnaissance and mine clearance, as
disposable or reusable means of destruction. With the
development of robotic weapons, it became possible
to create autonomous combat systems (Lethal



autonomous robotics, LAR), the use of which is
objectively in demand in the conditions of modern
combat. On October 17, 2001, during the operation of
the US and NATO coalition forces in Afghanistan,
the first case of the use of an MQ-1 "Predator"
unmanned aerial vehicle (UAV) equipped with a
guided missile to defeat a self-propelled anti-aircraft
gun with a crew in it was recorded. No longer a
guided munition, but a robotic carrier detected the
target and used weapons on the inhabited object, but
the decision to strike was remotely issued by a human
operator. And in March 2021, an event occurred that
was a certain milestone in the history of the
relationship between man and the mechanisms
created by him: the Kargu-2 attack unmanned
quadcopter independently used weapons, detecting
and destroying the target without an operator's
command. As it was noted later in the report of the
UN Security Council, this is the first case in history
when an autonomous vehicle carried out an attack,
practicing the algorithm of automatic search and
destruction of the target, without waiting for the
operator's permission.

Autonomous unmanned vehicles on the roads,
although not designed to intentionally cause damage,
and, moreover, are programmed to prevent this, also
carry a certain danger. It is caused not only by the
errors of the robots' own software, but also by their
reaction to the behavior of drivers and pedestrians,
who may perform actions that do not always
correspond to the logic of behavior recorded in
standard algorithms. The result is traffic accidents,
crashes and even catastrophes. The first accident
involving an unmanned vehicle was recorded in the
US state of Florida in 2016: a Tesla Model S robocar
under autopilot control rammed a truck with a trailer,
killing a person. In the period from 2016 to 2023,
several more similar accidents of varying severity
occurred, both due to the fault of the Tesla autopilot
and with other robotic means. Unfortunately, there is
no reason to consider this list closed.

Based on the current situation, there is an
objective need for reliable security of the use of
robotic systems in all spheres of activity. One of the
most obvious approaches to reducing errors, taking
into account the fact that all modern robotic tools are
controlled using specialized software (SW) is the
implementation of security algorithms that are
implemented by the specified software.

However, the practical implementation of this
obvious approach is hampered by objective
difficulties that arise when trying to control the
behavior algorithms of robotic systems, especially
autonomous ones (Beard, 2014). And any robotic

system can be called autonomous to one degree or
another: even if it acts under the control of an
operator, it still implements some of the elementary
functions independently, just as the system begins to
act independently when control is lost.

There is a contradiction between the need to
implement autonomous systems and the possibility of
safe implementation of such functionality in the
control systems of robotic devices. The formulated
contradiction creates a problem at the junction of the
legal and technical areas of regulation: all the
methods currently used to ensure the safety of robotic
systems are based on the principle of immutability of
deterministic algorithms embedded in each system.
But, if we accept that the algorithm used can be
adaptive and, therefore, modifiable, then it will
already belong to the heuristic class, and the
developer cannot be fully responsible for the use of a
robotic system after modifying what he developed
and tested, and the operator, in turn, cannot guarantee
be responsible for the application of a system with
principles of behavior that are not fully known to him.

The contradiction that has arisen between the need
to use autonomous robots and the safety problems of
their use is determined, first of all, by the lack of
reliable control methods of the control algorithms
used in them and requires an operational solution.
What determines the relevance of the topic
formulated in the article.

2 MATERIALS AND METHODS

A systematic approach was chosen as the
methodological basis of the study. The use of a
systematic approach, decomposition methods and
comparative analysis made it possible to consider in
a complex the features of the control of heuristic
algorithms, which are the basis of software
implemented in control systems of robotic systems.
Methods of comparative analysis and generalization
were used in the article to assess the state of the
subject area and form conclusions.

The source base of the research was made up of
scientific articles, guidelines and regulatory and
technical documents that are in the public domain.

3 RESULTS

Practice shows that the most urgent problems are the
control of algorithmic support of autonomous robotic
systems in those areas where the objective



requirement of autonomy of application is in conflict
with the need to ensure the safety of application.

Realizing this, developers of software tools for
controlling robotic systems are trying to implement
certain measures, currently, due to the lack of other
opportunities — mainly organizational. An example is
the concept of using artificial intelligence in military
affairs, developed by the US Department of Defense
and defining the basic principles of using artificial
intelligence systems in military and dual-use systems,
other foreign regulatory documents. The provisions
of these documents are implemented in the methods
of algorithm control, for example, the control of
developments in the field of artificial intelligence in
the US and NATO Armed Forces (Christie, 2020) the
TEVV (Testing, Evaluating, Verifying and
Validating) testing program is being implemented

In our country, of course, documents are also
being developed that normalize the use of artificial
intelligence, including in terms of features regulating
the security of its algorithms. An example is the
"Concept for the development of regulation of
relations in the field of artificial intelligence and
robotics until 2024", put into effect by the Decree of
the Government of the Russian Federation No. 2129-
r dated August 19, 2020. As part of the
implementation of this concept, the "National Code
of Ethics in the field of Artificial Intelligence” was
developed in 2021.

But, there are nuances in the practice of using such
documents.

Firstly, as the analysis shows, all adopted laws and
regulations, both Russian and foreign, have a
common problem — they are self-sufficient in content,
are mainly descriptive in nature, without revealing the
mechanisms for implementing the requirements set
out in them. And, from the point of view of practical
implementation, it is the absence of such mechanisms
that does not allow solving the problem of the safety
of algorithms for the behavior of robotic systems.

Secondly, none of the developed documents
recognizes artificial intelligence as an actor, they all
describe exclusively the responsibility of developers
and operators. That is, these concepts are not
provisions for the safe development of robotics, but
only the basis for regulating the actions of its
developers and operators, which, of course, is not
enough in the conditions of the requirement to
increase the autonomy of robotic systems.

It can be argued that for systems with rigid
algorithms and supervised learning, when knowledge
and algorithms change under human control, a
solution to ensure security in existing conditions can
still be found, even if only by organizational methods.

The situation with self-learning systems
(unsupervised learning), with the so-called "strong"
artificial intelligence, is much more critical. Of
course, the basic algorithms for the behavior of these
systems in the process of self-learning are written by
the developer, he also sets the rules for the formation
of new algorithms during training. But where does
controlled nesting end, to what level can one be
absolutely sure of the security of the modified
algorithms? After all, formally, at some stage, the
system's communication with the developer may be
interrupted and the autonomous system with self-
learning will begin to operate according to completely
different rules than those laid down during its
development. How safe will they be? It is impossible
to determine this in advance, but it is objectively
necessary to ensure security. To resolve this
contradiction, at least at the present stage of the
development of the subject area, it is possible only by
setting unconditional restrictions that do not depend
on the variability of algorithms, including heuristic
ones.

Based on this, in order to ensure the use of
autonomous robotic systems, a specific safety
mechanism is needed, based not on declarations or
prohibitions described in general, but on strict
mathematical rules with proven effectiveness.

Currently, the development of algorithms
implemented as part of software, including for robotic
systems, is carried out according to certain rules set
by regulatory documentation: international and
national standards, technical regulations, and other
similar documents. But, as the analysis of the subject
area shows, all existing regulatory documents are
initially focused on the development of systems
implementing deterministic algorithms, that is, all
control methods defined by them are based on the
principle of immutability of the basic properties of
algorithms when they are checked for stability,
convergence, accuracy and computational capacity.
Analysis of algorithms for possible errors with the
existing approach is carried out by comparative
methods involving the use of formal specifications
and a set of tools for syntactic analysis and proof of
the properties of algorithms.

The process of proving the effectiveness and
safety of algorithms can currently be carried out in the
following ways:

. heuristic, based on the analysis of
the texts of the programs implementing them;

. by qualitative criteria;

. by quantitative indicators.

The first approach is used for step-by-step
(functional) analysis of complex algorithms by



testers. It is assumed that if all operations are
performed correctly and their sequence is predictable,
the algorithm is safe. This is the simplest and most
subjective of all assessments.

If the results of the algorithm execution can be
comprehensively evaluated at least in a qualitative
form, the evaluation of its correctness is carried out
on the basis of a predicate formed in advance. This
approach is implemented in the mentioned artificial
intelligence testing system TEVV. According to the
testing conditions, if, as a result of the
implementation of the algorithm, the predicate is
fulfilled over the entire range of possible behavior
conditions, the algorithm is considered to have passed
the test. The problem with this method is that it does
not have a guaranteed confirmation of the reliability
of the result.

And, if the result of the algorithm implementation
can be described by quantitative parameters, the
results obtained are compared with the matrix of the
predicted ratio of input-output data. In this case, the
so-called "Hoare triple" is used, describing the
preconditions and postconditions that guarantee the
correct operation of the algorithm being tested:

{PYQ{S}

where P - preconditions executed before
starting the program Q;

R - postconditions that are true after the
completion of the program implementing the
algorithm.

The problem of using the latter method is the need
to describe all possible behaviors of the system under
study without exception, which, in most cases, is
simply impossible. Especially for autonomous
systems and systems operating in a group.

Indirect control methods also exist and are used,
for example, an analysis of the reliability and
consistency of the entire set of mathematical methods
used, which serves as the basis for forming a
hypothesis that there is no reason not to trust the final
algorithm based on correct methods. But such
approaches have no strict mathematical justification.

Moreover, for systems implementing heuristic
algorithms, the considered approaches to testing
cannot work correctly by definition, primarily due to
the fact that it is almost impossible to form qualitative
estimates of predicates or the output matrix of the
"Hoare triple" for them. This is determined by the fact
that heuristic algorithms cannot be reduced to the
form of deterministic finite automata. The option of
using the "Turing test", which is sometimes
mentioned in the situation of controlling heuristic

algorithms, is also inoperable in this case, since the
target setting of the latter is not to control the security
of the algorithm, but only to establish its nature.

Taking into account these factors, the algorithm
control approaches currently used do not ensure the
safety of using autonomous robots (Chirov, Novak,
2018), both in the field of armed confrontation
(Khripunov, Blagodaryashchev,  Chirov, 2015;
Pflimlin, 2017) and in the field of peaceful use of
artificial intelligence (Weaver, 2013; Tikhanychev,
2020).

At the same time, when formulating requirements
for the systems being developed, the customer and
operators of autonomous robotic complexes operate
with such requirements for algorithms as tunability,
modifiability (learnability and self-learning). Which
implies the use of heuristic algorithms, but does not
cancel compliance with the requirements for the
safety of the behavior of robotic systems.

As a result, the task of controlling algorithms
embedded in autonomous systems becomes urgent,
taking into account their possible modification during
operation (training, self-learning).

The formulated task is essentially similar to one
of the problems of artificial intelligence: the
constraint satisfaction problem. It should be noted
that to control the safety of heuristic algorithms
implemented in autonomous robotic systems, this
task has not been applied in a direct formulation to
date.

As part of the task of optimizing the behavior of a
robotic system, this task can be formalized in the form
of a pair of characteristics:

e objective  function  F(x) = X7.;¢x; >
max(min)with calculated indicators of the control
vector X at conditionally constant coefficients cj;

e a system of m constraints of behavior b i,
described in the form of limits of change of controlled
parametersy’_; a;;x; < b, i = 1,2..m;.

The analysis of the system of constraints b; allows
us to divide the set m into two groups determined by
the principle of constraint formation:

e agroup of constraints implemented as part of
the algorithms themselves, when developing them, as
a rule, for pre-known typical behavior situations;

e a group of constraints formed when
calculating the objective function under specific
conditions of behavior, relative to the current
situation and for the entire system as a whole.

In accordance with the methods of their
formation, it is logical to call the first "internal”
constraints, the second — "external”. With seemingly
identical functionality, these algorithms have
different physical meaning and different principles of



formation. For "internal™ constraints, the parameters
of the objective function and the values of aj can be
determined unambiguously and in advance, taking
into account the list of typical situations formed in
advance and the description of each of them. For
"external" ones, the set of parameter options is too
large and reliable, and the x complete set cannot be
determined.

Accordingly, the task arises to understand the
principles of applying different groups of constraints
and the relationship between them in specific systems

4 DISCUSSION

From the analysis of possible behavior situations, it
can be concluded that as “internal” constraints, those
that affect the technical characteristics of the system
itself can be used and can be reliably predicted in
advance: maximum speed limits under different
driving conditions, limitation of maneuvering radii
depending on speed and the resulting maximum
overload, taking into account the dimensions of the
system when passing narrowness and other similar
parameters. Moreover, the formation of “internal”
constraints should be carried out not just according to
the limiting characteristics of the controlled system,
but according to their implementation in specific
critical situations of application: maneuvers with
extreme overload, passage of dangerous sections, etc.

"External™ constraints can be formed on situations
of interaction with the external environment and other
participants of joint actions not provided in advance:
rules of divergence on overlapping courses, rules of
movement in a group with observance of safe
intervals and distances, and the like. Based on this,
the "external” constraints include setting the
boundaries of the behavior of the system, describing
the permissible scope of its application in the form of
a set of boundary rules. That is, the constraint is not
of individual parameters of the function F(x), and not
of particular algorithms for performing operations,
but of variants of the final value of the objective
function within the space of possible behavioral
trajectories (areas).

When using the division into “external” and
"internal”, it is necessary to take into account that the
process of forming each type of constraints has its
own characteristics (Table 1, formed by the example
of requirements for transport robots).

Table 1: Possible implementations of “internal” and
"external” constraints.

Type of
constraints

Description
option

Examples of practical
implementation

"Internal”
constraints

Constraints

Constraint  on the

on the turning radius, taking
design into account the
strength of | current speed and the
the resulting angular
structure acceleration
(overload)
Constraints on the
speed of movement on
uneven surfaces
Load capacity
constraints
Size Prohibition of passage

constraints

in  narrowness that
does not correspond to
the dimensions

Constraints on ground
clearance or overhangs

Constraints on the size
of the transported
cargo

Fuel
distance
constraints

The function of the
dependence of the
travel distance on the
movement parameters

(speed)
Function or matrix of
route length

constraints depending
on payload

Constraints

Maximum speed of

on movement
movement | Minimum speed of
parameters | movement
Function or matrix of
roll angle constraints
Function or matrix of
constraints of angles
of attack  (pitch)
depending on speed
"External" Setting the | Speed limit in difficult
constraints maximum road conditions, taking
based on the speed at into  account the
above any given maximum  overloads
"internal time determined by
ones structural strength
constraints
Prohibition | Prohibitions on
ontheuse | movement along
of certain intersecting
trajectories | trajectories with other
formed by | objects, taking into
the system | account their own
under dimensions and
optimality | constraints on
conditions | movement parameters




The priority of the use
of space by inhabited
objects, taking into
account the
construction of
divergences at angles
and speeds that are
within the limits of
constraints on motion
parameters

Prohibition on passing
dangerously close to
obstacles, taking into

account size
constraints

Constraints on
minimum intervals

and distances with
other moving objects
determined by traffic
conditions: speed,
forecast of braking
distance or the
maximum curvature of
the  trajectory  of
divergence with angles
not higher than the

limit
Constraints | Prohibition on
on the planning a  route
distance of | exceeding the
buildinga | estimated range of
route application with the

payload loaded at the
moment and  the
available energy
reserve

The analysis of the subject area has shown that the
formation of sets of "internal” and “external”
constraints of algorithms, as well as constraints
automatically generated by autonomous systems
within the framework of modification of algorithms
of their behavior, and most importantly — building a
system of connections between them, is one of the
most difficult problems of ensuring the safety of
autonomous robotic systems.

When forming a set of "internal constraints, well-
known approaches can be used to control algorithms,
implemented as constraints in optimization methods
for finding the optimum: search with clipping,
penalty function methods, matching methods, genetic
algorithms, and others. However, for heuristic
algorithms, especially self-learning systems, there are
no guarantees of the effectiveness of such methods.
Moreover, such guarantees probably won't appear in
the foreseeable future.

When forming a set of "external” constraints, the
principle of setting the general boundaries of the
system's behavior can be used as the latter; in space
and in time, in the form of a set of allowed (forbidden)
spatial and logical variables set in matrix or vector
form. The use of "external" constraints is a
guaranteed reliable method, but it can significantly
reduce the functionality of autonomous systems, and
also puts forward increased requirements for the
capabilities of onboard computers.

Thus, the use of certain constraints has its positive
sides and disadvantages, both in terms of ease of
implementation and the impact on limiting the
functionality of the managed system, and ensuring
guaranteed safety of its application (Tikhanychev,
2022).

In such conditions, it seems most logical to use a
combined approach: where it is possible under the
conditions of algorithm modification to use simple
and reliable "internal” constraints, and to control the
behavior of the system as a whole — to use "external"
constraints with control of their security. At the same
time, "external™ constraints do not mean an analogue
of traffic rules or any transport or administrative
code: their effect, on the one hand, is more
formalized, since it is intended for a computer
program, not a person. On the other hand, they are
much broader, since the actions of robotic systems are
not only moving in space, but also many other
operations that are problematic to describe in
advance. That is, not just a set of general constraints
on movement or mutual behavior is being formed, but
the rules of rational actions within the framework of
the emerging situation. And, on the one hand, these
rules are much more flexible than transport and
administrative codes, and on the other hand, they are
extremely formalized, but they should contain not so
much prohibitions as the mentioned documents, but
permits. And most importantly, the rules should be
dynamic, continuously evolving.

Technically, the "external" constraints will be
built on ready-made sets of "internal" ones,
expanding and supplementing them for specific
conditions of application of the managed system. The
last thesis was formulated on the basis of an analysis
of the contents of Table 1, which shows that the
"external" constraints are based on sets of simpler
"internal” ones, of which they are an extended
version.

With such a statement of the problem, it is quite
logical to build an analogy with human morality, in
which there is a set of elementary and relatively stable
principles of behavior (“internal" constraints) on



which moral norms are based that determine behavior
in difficult situations ("external” constraints).

One of the most important tasks solved when
implementing algorithms based on combined
constraints is the formation of a set of multi-level
rules and relationships between them. Returning to
the formulated analogy with morality, we can say that
it will be necessary to form something similar to the
"categorical imperative of Kant", but for systems
controlled by artificial intelligence.

It may be recalled that, in general, the "categorical
imperative" is based on the fact that a person's
motivations do not always lead him to actions useful
for other people and society as a whole, since they
depend on the object of desire. Therefore, each
individual needs to control himself, assessing the
result of each action as to whether it can be accepted
as a law of behavior in society. Moreover, evaluating
independently of the empirical conditions in which
the action takes place. And thus imposing on himself
a certain imperative, a duty, to observe the
unconditional rules of behavior. From the point of
view of controlling the safety of algorithms of
autonomous robotic systems, such an imperative will
be to control the safety of heuristic algorithms before
implementing each iteration of behavior carried out
on the basis of calculating the prediction of the result
of the action and evaluating its consequences. As a
result, the final result will be evaluated not only by
the effectiveness of the system, which manifests itself
in specific conditions, but also by compliance with
the rules set as a predicate of correct behavior.

If we accept the hypothesis about the operability
of the proposed approach to assessing the security of
heuristic algorithms, the problem arises of describing
the principles of its implementation.

It is logical to build these principles, as suggested
earlier, on the principles of the organization of the
morality of human society:

« formation and continuous development of a
system of basic constraints for typical behavior
situations for each of the systems (basic principles);

» formation and up-to-date maintenance of a set
of rules for the implementation of basic constraints on
real situations (behavior patterns);

+ organization of operational access to norms
and rules for the formation of behavior parameters in
specific situations (Figure 1).

Formation of

control
actions
Information
about the
operating
conditions The system of
rules for the
. formation of
Information nexternal”
about the constraints
t_)ehawo_r of v
interacting
systems A set of Informati
"internal” on about
constraints its own
status

Figure 1: Scheme of formation of combined behavior
constraints.

To implement this approach, within the
framework of the formulated task, to ensure the
control of algorithms, a system of rules based on the
following provisions can be formed:

+ the main way to ensure the safety of heuristic
algorithms at the current level of technology
development is an integrated approach — setting
"external™ constraints as a system of rules applied to
the current situation, and wusing pre-prepared
"internal” constraints;

» "internal" constraints are formed in advance
for known typical behavior situations;

+ ‘"external" constraints should be formed
dynamically, taking into account the situation that
develops at each moment of time;

+ the "external” constraints set by the situation
and the "internal" constraints formed in advance
should be as flexible as possible so as not to limit the
functionality of robotic systems.

From a formal point of view, the formation of
solutions using this system is a discrete forecasting
process that provides an assessment of the result of
actions before performing each iteration, based on the
objective function and taking into account dynamic
constraints. Note that this is a computationally
capacious process, which, taking into account the
multivariance of actions, can lead to a "combinatorial
explosion™. The problem is complicated by the fact
that when calculating the predicative function, it is
necessary to take into account the reaction of
interacting systems at each step of the calculations.
No matter how it is done: using game theory, scenario
analysis methods or others, it increases the



dimensionality of the algorithms being evaluated. To
fend off this problem, well-known mathematical
methods of dimensionality reduction can be used to
solve the forecasting problem. The result of the
decision will be the cutting off of unacceptable
options for actions that do not satisfy the specified
values of predicative behavior variables.

It seems logical that decisions on evaluating the
results of the implementation of modifiable
algorithms in trivial situations, when it is enough to
use existing rules, will be made by the software of the
robotic system, and the formation and refinement of
the system of behavior predicates itself will be
determined by a group decision external to the
autonomous system. Data on such solutions can be
processed, for example, in some "cloud"” service that
stores a system of rules modified on a centralized
basis.

Within the framework of such an algorithm, each
robotic system will request solutions to the situation
in the "cloud" and, if there are any, receive an answer
that determines its actions. If there is no ready-made
predicate of behavior for a situation, since there has
never been such a situation before, a request for the
development of a new rule will be automatically
generated. And this physically external "cloud"”
storage for the system will allow us to form a set of
combined constraints of algorithms, according to the
method of application and creation that really
resemble morality, and acting regardless of the
affiliation of robotic systems and their scope of
application.

Itis likely that the implementation of the proposed
methodology will potentially provide prerequisites
for the widespread use of combined constraints with
self-regulation, minimally limiting the functionality
of robotic systems with a high level of ensuring their
safety.

5 CONCLUSIONS

In this paper, the task of forming a system of rules for
ensuring the safety of algorithms of autonomous
robotic systems is formulated in a general way. At the
same time, the problem for which the problem
statement is formulated is extremely relevant for any
autonomous systems that carry a potential danger to
humans: transport and industrial systems with kinetic
energy, and, of course, combat, the very purpose of
which is destruction (Schuller, 2017). This problem
requires a solution: organizational, in terms of
making changes to regulatory and guidance
documentation, and technological, in terms of

developing and implementing methods for
controlling heuristic algorithms (Tikhanychev , 2023;
Anderson , Waxman, 2013; Pilkington, 2013).

As part of the solution of the formulated problem,
it is proposed to introduce an algorithmic analogue of
Kant's categorical imperative: to optimize the
behavior of a robotic system not only with respect to
the set goal, but also taking into account the dynamics
of the state and potential needs of all interacting
systems. The implementation of this principle can be
ensured on the basis of the proposed imperative rules,
by introducing them as “internal" and, most
importantly, "external” constraints of algorithms, and
rejecting, paradoxically, the priority of rational
behavior in favor of safe and predictable actions. At
the same time, the "internal™ constraints mainly relate
to constraints on the safe use of technical systems,
and the "external” ones, in fact, are similar to traffic
rules or transport codes, although, on the one hand,
they are much more formalized and detailed, on the
other — more flexible, since the actions of robotic
systems, this far from only moving in three-
dimensional space, they are much broader and it is
problematic to describe them in detail in advance.
And the set of principles and rules of behavior turns
out to be really closer to morality, when regulation
begins with elementary, and ends with the rules of
behavior of the upper level.

Using the proposed approach, it is possible to
form a system that includes;

+ the system of formation of basic safety rules
that form a system of "internal™ constraints;

+ a storage system and services for providing
rules for the dynamic formation of "external"
constraints, according to parameters corresponding to
known situations;

* mechanisms and means of identifying non-
standard situations, forming new rules;

 the system of distribution of new rules for the
formation of "external” constraints;

+ means of revision of the existing system of
rules, clarification or removal of outdated ones.

Such a structure will ensure the formation and
maintenance of a system of rules for regulating
rational behavior and controlling algorithms of
autonomous systems.

Taking into account the above, the formulation of
the problem formulated in the article serves as a
prerequisite for solving the problem of the security of
algorithms that control the behavior of autonomous
robotic systems, and in the long term, perhaps,
recognizing them as responsible subjects in certain
fields of activity.
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