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Abstract:  This paper is devoted to the study of the phenomenon of cyberbullying among young people. In the era of 

digital technologies and the rise of social networks, cyberbullying has become a serious problem that has a 

negative psychological impact on young people. The study examines the characteristics of cyberbullying, its 

forms of manifestation, the impact on the mental health of victims and cyberbullies, as well as factors that 

contribute to its spread. Particular attention is paid to the analysis of the role of social networks in the spread 

of bullying. The paper presents recommendations for the prevention of cyberbullying, including educational 

programs, the development of digital literacy and support for victims. The purpose of the study is to raise 

awareness of the problem and find effective strategies to protect young people from the negative consequences 

of cyberbullying.

1  INTRODUCTION 

The current stage of development of society is 

characterized by intensive digital transformation, 

which has a fundamental impact on all spheres of 

human activity, including the educational 

environment. The use of information and 

communication technologies (ICT), network 

resources and mobile devices is an integral 

component of the modern academic process, 

providing qualitatively new opportunities for 

organizing educational activities, expanding access to 

information resources and implementing 

interpersonal interactions. Digital technologies are 

undoubtedly transforming the educational 

environment, expanding access to information and 

communication resources for students of all levels. 

However, the integration of digital platforms into the 

educational process is associated with risks, in 

particular, with the phenomenon of cyberbullying. 

Online aggression, manifested in various forms of 

virtual harassment and insults, poses a serious threat 

to the psycho-emotional well-being of both victims 
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and aggressors. Unlike traditional forms of bullying, 

cyberbullying is characterized by the anonymity of 

perpetrators and continuous access to offensive 

content, which increases its destructive impact. The 

research results indicate a correlation between 

cyberbullying and the development of anxiety 

disorders, social isolation, decreased academic 

performance, and in severe cases, self-harm and 

suicidal intent. Scientific analysis of the problem, 

which has a long history, starting with the pioneering 

works of K. Dukes (1905) and continuing in the 

studies of such authors as D. Olweus, A. Pikas, D. 

Lane, E. Roland, P. Heinemann, E. Munthe, I.S. 

Berdyshev, A.A. Bochaver, I.S. Kon, S.G. 

Kupriyanova, K.D. Khlomov and others, 

demonstrates the need to develop comprehensive 

measures to prevent and protect students from 

cyberbullying to ensure their psychological well-

being and successful socialization in the digital 

environment. Further research should be aimed at 

identifying effective strategies to prevent and 

neutralize the negative impact of cyberbullying on the 

educational environment and create a safe digital 

environment for students. 
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The phenomenon of cyberbullying, which 

manifests itself in social networks from text messages 

to public insults, is a serious socio-pedagogical 

problem that affects not only the immediate victims, 

but also the aggressors themselves, as well as 

witnesses of violence. Insufficient protection of users 

in the digital space and, as a result, the growth of 

cases of online aggression determine the relevance of 

a comprehensive study of this phenomenon. The 

increase in the frequency of cyberbullying cases, 

including fatal ones, requires close attention from 

researchers and practitioners. Thus, the integration of 

digital technologies into the educational process 

requires a comprehensive approach, including the 

development and implementation of effective 

measures to prevent and counteract cyberbullying to 

ensure the psychosocial safety of students. 

Didactic potential of digital technologies in 

education: 

The implementation of digital technologies in the 

educational process reveals their significant didactic 

potential and provides a number of key advantages: 

⦁ Expansion of the information field: Providing 

prompt and unlimited access to educational resources, 

scientific publications, electronic libraries and 

databases, which contributes to the development of 

information competence of students. 

⦁ Increased interactivity and engagement: the use 

of specialized educational platforms, interactive 

simulations, elements of virtual and augmented 

reality makes the learning process more dynamic, 

visual and experimental, stimulating the activation of 

cognitive activity. 

⦁ Individualization of educational trajectories: the 

ability to adapt educational content and learning pace 

to the individual needs, abilities and style of each 

student, which helps optimize the assimilation of the 

material. 

⦁ Stimulating collaboration and communication: 

the use of tools for joint work on projects, online 

forums, video conferences helps to develop skills for 

effective interaction, exchange of ideas and the 

formation of a digital culture of communication. 

⦁ Expanding accessibility of education: the 

implementation of distance and blended forms of 

learning, webinars and online courses makes quality 

education more accessible to the general population, 

overcoming geographical and time barriers. 

Cyberbullying: A Destructive Phenomenon of the 

Digital Age: 

In parallel with positive changes, digitalization of 

the educational environment has determined the 

emergence and widespread distribution of a 

destructive phenomenon – cyberbullying. 

Cyberbullying is understood as targeted, repeated 

infliction of psychological harm through the use of 

electronic means of communication (smartphones, 

computers, the Internet). The morphology of 

cyberbullying is diverse and includes: 

⦁ Cyberverbal aggression: Distribution of 

offensive, degrading, threatening or slanderous 

messages and comments online (social networks, 

instant messengers, email). 

⦁ Digital defamation: The deliberate 

dissemination of false rumors, gossip, and 

information that discredits the victim. 

⦁ Visual aggression: Publication or distribution of 

photographs, audio or video materials of a 

humiliating or compromising nature without the 

consent of the individual. 

⦁ Cyberstalking: Systematic stalking of a victim 

online, often accompanied by threats. 

⦁ Digital Social Exclusion: The deliberate 

exclusion of an individual from online groups, chats, 

or gaming communities in order to marginalize them. 

The Impact of Cyberbullying on Students' 

Psychosocial Well-Being: 

The negative impact of cyberbullying on personal 

development, psycho-emotional state and social 

adaptation of schoolchildren and students is 

significant and requires special attention from the 

teaching community. The most common 

consequences of this phenomenon include: 

⦁ Psychological maladaptation: development of 

symptoms of depression, anxiety disorders, decreased 

self-esteem, feelings of shame, loneliness, increased 

risk of auto-aggressive and suicidal behavior. 

⦁ Somatic manifestations: psychosomatic 

reactions such as sleep disturbances, headaches, 

digestive disorders. 

⦁ Decrease in academic performance: loss of 

motivation to study, decreased concentration, 

skipping classes, decreased overall academic 

performance. 

⦁ Interpersonal relationship disorders: difficulties 

in establishing trusting contacts, development of 

social isolation, alienation from peers. 

Innovative pedagogical methods and technologies 

to combat cyberbullying and optimize education: 

Given the relevance of the problem, it is necessary 

to develop and implement comprehensive preventive 

and intervention strategies in the educational 

environment, aimed at both minimizing the risks of 

cyberbullying and maximizing the effective use of 

digital technologies in the educational process. 

Promising areas of work include: 

⦁ Development and implementation of 

educational programs for the formation of digital 
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competence, a culture of safe behavior on the Internet 

and network ethics: Teaching students critical 

analysis of information, recognition and 

counteraction of online threats, understanding of legal 

and moral-ethical standards of interaction in the 

digital space. 

Among the innovative pedagogical approaches 

and technological tools that help minimize the risks 

of cyberbullying and optimize the educational 

process, the following can be highlighted: 

⦁ Use of specialized software (SPPO) for 

automated monitoring and filtering of potentially 

destructive content, as well as analysis of the network 

activity of students within the framework of regulated 

educational platforms in order to promptly identify 

indicators of risky behavior. 

⦁ Development and implementation of intelligent 

dialogue systems (chatbots) capable of providing 

primary information and psychological support to 

individuals who have encountered manifestations of 

cyberbullying, as well as providing navigation 

through resources for qualified assistance. 

⦁ Creating secure and anonymous feedback 

channels that provide students with the opportunity to 

safely inform the administration of an educational 

institution about instances of cyberbullying without 

fear of retaliation or reprisal. 

⦁ Priority use in educational practice of digital 

platforms and network services that have reliable 

mechanisms for protecting personal data, content 

moderation tools, functions for blocking unwanted 

interactions and effective complaint handling 

procedures. 

⦁ Exploiting the potential of virtual (VR) and 

augmented (AR) reality technologies to simulate 

socially significant situations related to cyberbullying 

in order to build empathy, develop social-emotional 

intelligence, and practice constructive behavior skills 

in complex online scenarios. 

⦁ Integration of gamification principles into 

didactic materials and educational modules aimed at 

increasing students’ motivation to study the issues of 

cyberbullying and developing skills for safe behavior 

in the digital environment, including through the 

development of specialized educational games. 

⦁ Research and implementation of artificial 

intelligence (AI) algorithms for automated detection 

of cyberbullying markers in large arrays of text and 

visual data, as well as for predicting the risks of 

deviant behavior in the online environment. 

⦁ Systematic work on developing critical thinking 

in students, aimed at developing the ability to make 

evaluative judgments, verify information, identify 

disinformation, manipulative techniques and hidden 

threats in digital content. 

⦁ Active involvement of the parental community 

and representatives of the social environment in 

educational and preventive events dedicated to the 

problem of cyberbullying, as well as the development 

of mechanisms of social partnership between 

educational institutions, families and the community 

to form a single safe digital educational space. 

In conclusion, it should be noted that, despite the 

enormous potential of digital technologies for 

improving educational processes, their widespread 

use actualizes a number of serious challenges, the key 

one of which is the problem of cyberbullying. 

Effective counteraction to this negative phenomenon 

requires a comprehensive approach, including 

targeted development and consistent implementation 

of innovative pedagogical strategies and 

technological solutions. Only the synergy of efforts 

of all subjects of the educational ecosystem - teachers, 

students, parents, administrative staff - in interaction 

with ICT developers will create a truly safe, 

supportive and constructive digital educational 

environment that promotes academic growth, 

comprehensive personal development and 

psychosocial well-being of the younger generation. 

2  RESEARCH METHODOLOGY 

Of course, the effectiveness of preventive and 

corrective programs aimed at combating bullying in 

the educational environment directly depends on the 

availability of valid and reliable diagnostic tools that 

allow for an objective assessment of the potential 

risks of this phenomenon occurring in classrooms and 

student groups. 

In the framework of the conducted empirical 

study, which covered 120 students of comprehensive 

schools and students of a higher educational 

institution of the city of Sibay, Republic of 

Bashkortostan, Russian Federation, a set of 

diagnostic methods was used. In particular, the 

author's questionnaire "Cyberbullying in the Life of 

Schoolchildren" was used to identify the prevalence 

and specifics of cyberbullying. Before the 

questionnaire procedure, the study participants were 

given the following instructions: "Dear participants, 

we invite you to take part in a study aimed at studying 

the phenomenon of cyberbullying - aggressive 

actions carried out in the virtual space. Before the 

questionnaire, you are invited to read the following 

instructions: the questionnaire is anonymous. It 

requires general information, such as class / year, age 
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and gender. Answers to the proposed questions must 

be selected from the proposed options, ticking the 

appropriate items. For the fifth question, you can 

indicate your own answer or select several options 

from the proposed list. In case of a positive answer to 

the sixth question, we ask you to describe in detail 

your possible actions. Thank you for participating in 

the study. 

The survey questions were aimed at collecting 

information on the following aspects: 

1. The fact of registration in social networks. 

2. Having experience of encountering aggressive 

behavior in cyberspace. 

3. Experience of verbal abuse online 

(victimization). 

4. Experience of insulting other users online 

(perpetration). 

5. Ideas about the reasons for cyberbullying 

among peers (including such options as 

“entertainment aspect”, “revenge”, “safe way to sort 

things out secretly from adults”, “belief that the 

victim deserves the insults”). 

6. Awareness of possible self-defense strategies 

when faced with cyberbullying. 

As part of a comprehensive study of the socio-

psychological climate in adolescent and student 

groups, and with the aim of identifying potential 

bullying risk factors, the Bullying Risk Questionnaire 

methodology was tested. This diagnostic tool was 

developed by specialists from the Perekrestok Center 

for Assistance to Child and Adolescent Development 

(authors: A.A. Bochaver, V.B. Kuznetsova, E.M. 

Bianki, P.V. Dmitrievsky, M.A. Zavalishina, N.A. 

Kaporskaya, K.D. Khlomov). The process of creating 

the methodology was based on many years of 

experience working with adolescents in the 

educational environment, as well as on the results of 

a series of focus groups, which ensured empirical 

verification of the key factors influencing the 

manifestations of school bullying. 

The analysis of data obtained using the "Bullying 

Risk Questionnaire" is carried out on four integrated 

scales: "insecurity", "well-being", "disunity" and 

"equality", which allows for a comprehensive 

assessment of the risk level and the characteristics of 

the socio-psychological climate in the team. Each 

scale is an indicator reflecting the degree of severity 

of conditions that contribute to or hinder the 

occurrence of bullying within a class or academic 

group and in the educational organization as a whole. 

Before proceeding to the analysis of the empirical 

data, it is necessary to clearly define the threshold 

values for each of the scales of the questionnaire. The 

scale of "insecurity" has a maximum value of "16", 

which indicates the highest level of perceived 

insecurity, while the minimum value of "0" 

corresponds to the lowest level. High results on this 

scale indicate a significant level of subjective 

perception of insecurity among the study participants. 

The "well-being" scale is designed to assess the 

stability of boundaries and regulation of 

communication processes in the environment under 

study, which helps reduce negative attitudes towards 

social interaction. The maximum value on the "well-

being" scale is "11", which indicates the highest level 

of well-being, while the minimum value of "0" 

reflects its low level. 

The "disunity" scale has an upper limit of "10", 

which denotes the most pronounced disunity among 

participants, and a lower limit of "0", corresponding 

to the least disunity. Increased values on this scale 

indicate the disintegration of the group and a deficit 

of dialogical interactions. Although this is not a direct 

causal factor of bullying, such conditions 

significantly reduce the potential for intervention and 

stopping cases of bullying due to a decrease in the 

level of mutual support and solidarity within the 

group. 

The "equality" scale is aimed at assessing the level 

of group tolerance for individual differences among 

participants, as well as the effectiveness of role 

distribution and the possibility of forming 

constructive and positive communication patterns. 

High scores on this scale indicate a clear 

differentiation of roles, the presence of a conscious 

social identity and the prevalence of dialogical forms 

of interaction in the group. The maximum value of the 

"equality" scale is "11", which corresponds to the 

most equal state, while the minimum value of "0" 

indicates the minimum level of equality. 

Thus, the methods we have chosen allow us to 

assess the presence of experience of involvement in 

cyberbullying situations in adolescents. 

3  RESULTS OF THE STUDY 

We conducted a questionnaire among respondents 

entitled “Cyberbullying in the Life of Young People”. 

The results are presented in Table 1. 

Table 1: Results of the survey “Cyberbullying in the lives 

of young people”. 

Question Number of 

selected 
answers 

Percentage of 

teenagers 

Registered in social 

networks 

110 92 
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Not registered in social 
networks 

10 8 

Have you encountered 

aggressive behavior online 

from people registered on 
social networks? 

66 55 

Have you ever encountered 

aggressive behavior online? 

54 45 

They were subjected to 
insults from among students 

registered on social 

networks. 

36 30 

Were not subjected to 

insults 

84 70 

The insults were carried out 
by students registered on 

social networks 

32 27 

They didn't insult you 

themselves 

88 73 

 
Data reflecting the level of registration of 

teenagers in social networks are presented in Figure 

1. 

 

Figure 1: Number of teenagers registered on social 

networks, in %. 

The results of the data revealing the causes of 

cyberbullying, according to adolescents, are 

presented in Table 2 and Figure 2. 

Table 2: Reasons for cyberbullying among teenagers. 

Possible causes of 
cyberbullying based on the 

questionnaire results 

Number of 
selected 

answers 

Results, in % 

Deservedly 18 15 

It's funny 25 21 

Revenge 56 47 

So that no one knows 21 17 

Your reason 0 0 

 

Data reflecting the reasons for the occurrence of 

cyberbullying are presented in Figure 2. 

 

Figure 2: Causes of cyberbullying, in %. 

Data indicating whether adolescents know how to 

protect themselves from cyberbullying are presented 

in Table 3. 

Table 3: Adolescents’ knowledge of forms of protection 

against cyberbullying. 

Answer options Number of responses, 
in % 

They know how to protect 

themselves 

63 

They don't know how to protect 
themselves 

37 

Students who have experienced 

cyberbullying but don't know how 

to protect themselves 

21 

  
The results of the analysis of the collected data 

allow us to draw the following conclusions: 

1. Among teenagers, 92% are active users of 

social networks. 

2. About 50% of the teenagers surveyed report 

cases of encountering aggressive behavior in the 

Internet space, which indicates the widespread use of 

obscene and offensive behavior in the digital 

environment. 

3. 30% of teenagers have been subjected to verbal 

aggression (insults) in the online environment, which 

indicates that every third teenager has personal 

experience of cyberbullying incidents. 

4. 27% of adolescent study participants reported 

committing aggressive actions (insults) towards other 

users in the online environment. 

5. Approximately 37% of adolescents surveyed 

demonstrate a lack of knowledge about effective self-

defense strategies in situations where they encounter 

intentional aggressive behavior. 

6. 63% of respondents who have knowledge of 

protection methods identified the following strategies 

of behavior in situations of cyberbullying, which can 

be grouped into the following categories: 

92%

8% Зарегистрирован
ы в социальных 
сетях

Не 
зарегистрирован
ы в социальных 
сетях

not registered 

in social 

networks

0%

10%

20%

30%

40%

50%

15%
21%

47%

17%

0%

Registered in 

social networks 
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⦁ Ignoring strategy (29%): Characterized by a 

refusal to respond to aggressive stimuli, as well as 

detached behavior in order to de-escalate the conflict 

(e.g., “not paying attention,” “ignore,” “not 

respond”). 

⦁ Using blocking and access restriction functions 

(32%): This involves using technical means to stop 

unwanted interaction with the aggressor. 

⦁ Counter-aggressive actions (34%): A significant 

proportion of respondents believe that the use of 

counter-aggression is effective, including verbal 

attacks and threats aimed at suppressing or 

intimidating the initiator of bullying (for example, 

“intellectual trolling”, “respond aggressively”). 

⦁ Seeking External Support and Preventive 

Measures (3%): Includes documenting the incident, 

seeking help from parents or platform administrators, 

and taking steps to strengthen cybersecurity. 

⦁ Digital Avoidance (2%): A radical strategy that 

involves completely stopping using social media or 

the internet itself. 

The data are clearly presented in Figure 3. 

 

Figure 3: Methods of protection against cyberbullying 

suggested by teenagers, in %. 

Etiological factors of cyberbullying, according to 

the perceptions of adolescents: 

21% of teenage respondents believe that 

aggressive behavior in the online environment is 

motivated by the desire for entertainment. 

17% cite perceived anonymity and low 

probability of identification as factors that provide a 

safe channel for expressing negative emotions. 

47% of teenagers regard online insults as a form 

of retributive reaction. 

15% of teenagers are of the opinion that victims 

of cyberbullying determine aggression towards 

themselves due to their own maladaptation or social 

inadequacy. 

Additionally, it should be noted that 21% of 

teenagers demonstrate a lack of knowledge about 

possible defense strategies in the event of 

cyberbullying. 

As part of the study, the “Bullying Risk 

Questionnaire” developed by the authors’ team: A.A. 

Bochaver, V.B. Kuznetsova, E.M. Bianki, P.V. 

Dmitrievsky, M.A. Zavalishina, N.A. Kaporskaya, 

K.D. Khlomov was used to assess the socio-

psychological atmosphere in adolescent classrooms. 

To analyze the results of the survey among 

adolescents, a summary table 4 and figure 4 were 

created, showing the average values for various 

scales. 

Table 4: Adolescents' opinions on the risk assessment of 

bullying. 

Distribution 

into groups 

Insecurity 

scale 

Well-
being 

scale 

Disunity 

scale 
Equality scale 

General 
sample 

9.27 5.02 3.25 3.58 

 

 

Figure 4: Results of the “Bullying Risk Questionnaire” 

method at the ascertaining stage of the study. 

 

34%

32%

29%

3% 2%

ответная 
агрессивная 
реакция

занести в 
"черный 
список"

игнор

обратиться за 
помощью к 
родителям 

aggressive 

response

blacklist

ignore

ask your 

parents for 

help

0

1
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3

4

5

6

7
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9

10
9,27

5,02
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The study on the “insecurity” scale among 

adolescents showed an average value of 9.27 points, 

which is 57.93% of the maximum possible result. 

This indicator indicates a slight excess of the average 

level, which may indicate the presence of certain 

negative factors in the group dynamics, although 

without a pronounced background of tension. At the 

same time, it is worth noting the increased risk of 

maladaptive coping strategies in response to anxious 

situations, including bullying and aggressive 

behavior, as well as potential use of psychoactive 

substances. 

On the "well-being" scale, the average value of 

5.02 points was recorded among the entire sample of 

subjects, which corresponds to 45.63% of the optimal 

result and indicates an average level of well-being. 

This indicator indicates the presence of factors that 

contribute to the creation of a climate of trust and 

open dialogue in the team. However, it is impossible 

to completely exclude the likelihood of bullying 

situations, which is associated with incomplete 

compliance with established norms and insufficient 

internalization of the principles of respect in the 

group. 

The "disunity" scale serves as an indicator of the 

current level of group tension. The resulting value of 

3.25 points is interpreted as favorable and is 32.5% of 

the maximum result. This index indicates a high 

degree of cohesion among adolescents, manifested in 

a significant level of mutual support and assistance. 

In this group, there is no pronounced background 

anxiety or feeling of loneliness. 

On the "equality" scale, the average value was 

3.58, which corresponds to 32.54% of the maximum 

possible value. This indicates a relatively low level of 

equality in the group, which may indicate the 

presence of undifferentiated social roles and a certain 

amount of aggressiveness. It is worth noting that this 

form of aggression does not cause fear in team 

members and does not lead to their social isolation. 

Rather, it coexists with models of understanding and 

accepting communication. 

As for the risk of bullying among teenagers, it can 

be characterized as follows: average and low values 

for the “insecurity” and “disunity” predictor scales 

indicate a low level of bullying risk. This is due to the 

absence of pronounced background anxiety, 

aggression, and social isolation in this group. These 

parameters are not typical for this cohort of teenagers, 

which significantly reduces the likelihood of the 

formation of victim groups or the phenomenon of 

“outcasts”. At the same time, average and relatively 

low values for the “well-being” and “equality” anti-

predictor scales indicate the limited internal resources 

of the group capable of resisting the emergence of 

bullying. Thus, in the event of a sharp increase in the 

level of tension and aggression in the group, serious 

difficulties in effectively countering the 

manifestations of bullying may arise. 

As for the perception of individual aspects: on the 

“insecurity” scale, adolescent respondents 

demonstrate a homogeneous level of comfort in the 

educational institution. The distribution of responses 

on the “well-being” scale indicates potential 

difficulties associated with compliance with 

disciplinary norms among adolescents. When 

analyzing the average values on the “disunity” scale, 

it can be noted that adolescents generally demonstrate 

a high degree of intra-group cohesion and the absence 

of systematic deviations in compliance with 

discipline in the group. Low scores on this scale 

confirm the minimal risk of bullying, which is 

associated with the absence of pronounced anxiety in 

adolescents regarding their hierarchical position and 

social status in the class. However, a low level on the 

“equality” scale indicates a potential risk of non-

acceptance by new group members. In general, the 

values on this scale indicate a lack of resources for 

bullying prevention in the study group. The 

development and strengthening of interpersonal 

relationships based on mutual understanding, 

compliance with established norms and principles of 

tolerance could significantly increase the 

effectiveness of counteracting bullying. 

Therefore, the problem of cyberbullying is highly 

relevant in the studied cohort of teenagers. It was 

found that approximately 50% of respondents record 

the experience of encountering the phenomenon of 

cyberbullying, which, in our opinion, determines the 

need to implement a program for the 

psychoprophylaxis of this phenomenon. It is noted 

that teenagers demonstrate a lack of a clear 

understanding of the algorithm of actions in situations 

when they become both an object and a subject of 

aggressive behavior in the online environment. 

4  DISCUSSION OF RESULTS 

As part of a theoretical analysis of the problem of 

cyberbullying in a teenage cohort, a set of group 

psycho-preventive sessions was developed, aimed at 

developing adequate behavioral strategies in 

respondents when faced with online bullying. 

In order to diagnose the prevalence of the 

phenomenon of cyberbullying among adolescents, as 

well as to determine its etiological factors and assess 

the level of respondents' proficiency in strategies to 
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counter cyberattacks, a survey was conducted among 

120 students of educational institutions (schools and 

universities) in Sibay. 

The results of the study demonstrate that almost 

all the surveyed teenagers are active users of social 

networks. More than 30% of students report facts of 

verbal aggression in the Internet space, which 

indicates that every third teenager experiences 

cyberbullying. Approximately 21% of teenagers 

demonstrate a lack of knowledge about self-defense 

strategies when faced with aggressive behavior 

directed at them. The survey method allowed us to 

establish that the proportion of teenagers who 

encounter cyberbullying is significant, which 

emphasizes the high relevance of this problem. 

Based on the analysis of relevant sources and 

empirical data, it is possible to state the presence of 

specific characteristics of cyberbullying, its 

typological classifications and technological aspects. 

Based on the results of the survey and taking into 

account the identified empirical data, as well as 

generally accepted characteristics of the 

cyberbullying phenomenon, it can be concluded that 

cyberbullying poses a significant danger and threat to 

the well-being of the adolescent cohort, and its long-

term consequences are significantly underestimated. 

Teenagers lack clarity regarding the algorithm of 

actions in case of victimization or involvement in 

aggressive interactions in the digital environment. 

Based on empirical data collected during the study 

of the cyberbullying phenomenon, we have 

developed a set of group activities aimed at 

preventing this phenomenon among adolescents. This 

set includes organizing educational talks on issues of 

ensuring safety in the Internet space, methods of 

protection against cyber attacks, as well as strategies 

for constructive resolution of conflict situations. In 

addition, group classes with training elements are 

provided to help develop communication skills in 

adolescents, adequate behavior in the digital 

environment, and effective resistance to 

cyberbullying. 

The implementation of this complex is a 

promising tool for reducing the negative 

consequences of the interaction of adolescents with 

the phenomenon of cyberbullying. 

5  CONCLUSIONS 

Bullying is a form of violence characterized by 

systematic and prolonged manifestations, in which 

one or more subjects exert aggressive influence on an 

individual who is deprived of the opportunity to 

effectively defend himself. 

The causes of bullying in adolescence can be 

divided into three key categories: external, 

intrapersonal and intrafamily. External factors are 

determined by the social and psychological 

atmosphere of the educational institution where the 

teenager studies. Intrapersonal causes are associated 

with characteristic changes that occur during 

adolescence, which include significant psychological 

and physiological transformations. 

Intra-family factors reflect problematic 

relationships between children and parents. All of the 

listed reasons are closely related to psychological 

changes and experiences of the teenager and can 

manifest themselves both in the aggressor and in the 

victim. 

The introduction of digital technologies is 

transforming the educational environment, providing 

students at all levels with unprecedented access to 

information and expanding communication 

opportunities. Despite the obvious benefits associated 

with the rapid exchange of data and the simplification 

of the educational process, digital platforms give rise 

to new challenges, among which the problem of 

cyberbullying is becoming especially relevant. 

This work is devoted to the analysis of the 

multifaceted influence of digital technologies on 

educational processes, the actualization of the 

problem of cyberbullying among schoolchildren and 

university students, as well as the consideration of 

innovative pedagogical approaches and technological 

solutions aimed at counteracting this phenomenon 

and optimizing the educational experience. 

It is necessary to work individually with both 

potential “offenders” and “victims”, taking into 

account their personal characteristics. In addition, it 

is important to organize group activities aimed at 

preventing bullying in order to create a safe and 

supportive atmosphere in the school or educational 

institution. 
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