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Abstract: The article analyzes the features of the construction and development of artificial intelligence technologies 

and big data processing technology. Priority directions for the development and use of artificial intelligence 

technologies are outlined. The risks associated with the use of artificial intelligence technologies and big data 

processing are considered in detail. As a result, separate recommendations were proposed to improve the use 

of big data processing technologies and the development of artificial intelligence. 

1 INTRODUCTION 

The current stage of development of the information 

and telecommunication infrastructure is accompanied 

by a sharp increase in the volume of information 

coming from various data collection and processing 

systems, sensor systems, as well as social networks. 

The totality of this data is "big data" and opens up 

unprecedented opportunities to improve the quality of 

problem solving in various sectors of the economy, 

management systems, as well as in the field of 

ensuring the safety of citizens. However, these 

capabilities can be fully implemented only with the 

availability of appropriate data processing 

technologies that ensure the solution of specific 

application tasks with a certain guaranteed quality. 

In modern conditions, the leading states of the 

world consider artificial intelligence technologies as 

one of the key factors in achieving political and 

economic leadership. 

Foreign countries are striving to take leading 

positions in the field of artificial intelligence. It is 

artificial intelligence systems that should become the 

future basis for building promising technologies for 

the development of the economy, agriculture, 

medicine, and smart cities. 
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2 METHOD OF RESEARCH 

Artificial intelligence is understood as a complex of 

technological solutions that allows you to imitate the 

cognitive functions of a person and obtain results 

comparable to the results of human intellectual 

activity when performing specific tasks. The complex 

of technological solutions includes information and 

communication infrastructure, software (including 

which uses machine learning methods), processes and 

services for data processing and solution search. 

The goals of the development of artificial 

intelligence in the Russian Federation are to ensure 

the growth of the well-being and quality of life of its 

population, to ensure national security and law and 

order, to achieve sustainable competitiveness of the 

Russian economy, including leading positions in the 

world in the field of artificial intelligence. 

The main tasks of the development of artificial 

intelligence in the Russian Federation are: 

support for scientific research in order to ensure 

the advanced development of artificial intelligence; 

development and development of software that uses 

artificial intelligence technologies; improving the 
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availability and quality of data necessary for the 

development of artificial intelligence technologies; 

Increased availability of hardware to meet AI 

challenges; 

increasing the level of provision of the Russian 

market of artificial intelligence technologies with 

qualified personnel and the level of public awareness 

of possible areas of use of such technologies; 

creation of a comprehensive system for regulating 

public relations arising in connection with the 

development and use of artificial intelligence 

technologies. 

Priority areas for the use of artificial intelligence 

technologies in economic sectors are: 

improving the efficiency of planning, forecasting 

and management decision-making processes; 

automation of routine production operations; 

use of autonomous intelligent equipment and 

robotic systems, intelligent logistics management 

systems; 

Improve employee safety in business processes 

increasing customer loyalty and satisfaction; 

optimization of recruitment and training 

processes, development of optimal work schedule of 

employees taking into account various factors. 

Priority areas for the use of artificial intelligence 

technologies in the social sphere can be considered: 

improving the quality of health services 

(preventive examinations, diagnosis based on image 

analysis, forecasting the occurrence and development 

of diseases); 

improving the quality of education services 

(adapting the educational process to the needs of 

students and the needs of the labor market); 

improving the quality of provision of state and 

municipal services, as well as reducing the cost of 

their provision. 

3 DISCUSSIONS 

At the same time, there are certain risks associated 

with the use of artificial intelligence technologies. 

Forced borrowing of foreign technologies in the 

field of artificial intelligence in terms of the use of 

software and hardware. Most of the calculations for 

artificial intelligence are made from graphic cards 

(mostly foreign). Most of the platforms on which 

artificial intelligence systems are based are foreign. 

The software of these platforms may have undeclared 

capabilities, software bookmarks and undocumented 

functions. Artificial intelligence systems can provide 

for use outdated developments that can make 

mistakes, have outdated functions, simplified open 

versions. Remote access to artificial intelligence 

systems is held by a foreign manufacturer, which can 

lead to leakage of confidential data and personal data. 

Lack of necessary and sufficient personnel. The 

demand for big data analysts has increased. Currently, 

the number of universities where they can teach work 

with big data is limited. Accordingly, there is a need 

for additional training of teachers and scientists in the 

field of artificial intelligence technologies. 

Lack of adequate controls for artificial 

intelligence systems. There are no technical means to 

control the operation of the artificial intelligence 

system, which allows the developer to add 

undocumented functions. A trained neural network is 

a set of ready-made filters in which there is no 

information about what data was taught, what objects 

and how the system is trained to recognize. Millions 

of neural network operations cannot be manually 

verified. A small percentage of errors in pilot projects 

of artificial intelligence systems can give large values 

of losses on large amounts of data in practical 

application. 

The ability to manipulate artificial intelligence 

systems through data manipulation of artificial 

intelligence systems. It is possible to intentionally 

introduce distorted data, hack algorithms, manipulate 

operational development. 

Misleading artificial intelligence systems using 

the artificial intelligence systems themselves. False 

substitution of information of biometric user 

identification systems is possible using special image 

generation systems available on the open market. It is 

also possible to fake markings for unmanned 

vehicles. Creating an illusory reality for the purpose 

of misuse. Fake voice, images and videos that cannot 

be distinguished from real ones. 

Manipulating public opinion and increasing the 

intensity of information wars through the emergence 

of more advanced generative and self-learning 

models. Digital platforms know the preferences and 

habits of the user and offer the required agenda, such 

as irresistible advertising, convincing political 

propaganda. 

Emergence of parallel digital power. A new class 

of digital power is being formed. These are 

developers, operators, administrators of artificial 

intelligence systems and databases. They gain power 

over access to data. 

Privacy interference. Facial recognition and 

analysis of data about a person from various sources 

violates a person's privacy rights. Most of the data 

obtained by artificial intelligence systems are not 

regulated in the legislation. 
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Risk of rising social tensions. Due to the loss of 

millions of jobs and the spread of work requiring 

higher qualifications, the number of dissatisfied 

citizens can be increased. 

Legal risks with determining the legal status of 

artificial intelligence itself. There is no clear right 

definition on the responsibility of the use of 

technologies and artificial intelligence systems when 

making decisions. Who will be responsible in case of 

incorrect employment, issuance of loans, improper 

treatment, accidents on the roads. Can a decision-

making system be considered a living subject? If so, 

what legal status should it have? Currently, these 

issues have not been resolved. 

4 CONCLUSIONS 

In order to adequately counter risks in the use of big 

data processing technologies and the development of 

artificial intelligence, we propose: 

attracting investments in the development of 

artificial intelligence, in particular in the high-risk 

area of research; 

formation and application of technologies, as well 

as methodological base, to combat information 

destructive effects; 

creation of unified controlled cloud solutions for 

artificial intelligence services; 

providing the required level of data security for 

training neural networks and for use; 

creation and development of a unified database of 

verified models and data centers providing for 

reliable data supply; 

proactive development of means of suppressing 

destructive actions of artificial intelligence; 

control and investigation of public data leakage. 

Thus, it is necessary to clarify the existing 

approaches to solving problems related to the 

development and implementation of artificial 

intelligence technologies and big data processing at 

all levels of the state with the implementation of 

appropriate measures of a scientific and 

methodological nature. 
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