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Abstract: This article discusses the relationship between artificial intelligence and quantum cryptography. Key areas
where the two technologies can positively impact each other are highlighted. Such areas include
optimization of quantum key distribution using artificial intelligence, quantum cryptography as a method for
ensuring cybersecurity of systems with artificial intelligence, quantum intelligence in cryptanalysis, and
hybrid classical-quantum systems. The regulatory framework for artificial intelligence and quantum
cryptography technologies is considered using the example of a number of countries: Russia, India, China,
Europe. Based on the analysis, the main problems of introducing artificial intelligence into quantum
cryptography were identified.
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1 INTRODUCTION

Quantum cryptography has gained significant
popularity in recent years. Many leading companies
and a number of states are investing large amounts
of money into the development of this technology.
Quantum cryptography is a very promising area of
research, as the results will allow the creation of
secure communication channels that will ensure the
fastest and most reliable data transfer. In turn
quantum computers will enable breakthrough
research in various fields.

Quantum cryptography can be defined as the use
of quantum information theory to solve problems in
cryptography  [Application Scenarios for the
Quantum Internet, 2025]. The main advantages of
quantum cryptography can be identified:

Physics-based security. Classical

cryptography is based on mathematics, while

quantum cryptography is based on the laws of
quantum  mechanics. This makes it
theoretically resistant to attacks, which are

based on computing power [Sehgal, 2021].

Providing the ability to listener discovery. The

idea is that when two parties between which a

connection is established transmit information

to each other using quantum Kkeys, the
technology can detect the moment when the
quantum keys are intercepted, because it will

disrupt the quantum state [Bavdekar, 2023].

Theoretical absolute safety. It is believed that

if an attacker gains access to quantum keys, he

will still not be able to decrypt the message
because he does not know the state of the

quantum system [Kumar, 2022].

Applying  the  superposition  principle.

Quantum bits (qubits) can be in the state 0 and

1 at the same time, which makes it possible to

transmit more information in a smaller volume

[Joseph, 2022].

Globality. Quantum cryptography allows data

to be transmitted over long distances, provided

that all conditions are met [Opitka, 2024].
Artificial intelligence is a branch of computer
science that enables computers to imitate human
behavior to achieve more effective results in various
fields [Ghosh, 2021]. Artificial intelligence has long
been used in various fields and types of applications.
Artificial intelligence helps to synthesize new drugs,
analyze network traffic, create new composite
materials, generate texts and much more.

A completely new area is the combination of two
promising technologies: artificial intelligence and
quantum cryptography. There is very little
implementation to date of combining these two
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technologies. Most of the research is theoretical and
highlights the following areas of research:

* Analysis and identification of potential
cybersecurity threats in real time using
artificial intelligence, which will improve the
protection  of  quantum keys  and
communication channels [Abdelgaber, 2020].

«  Development of algorithms for the generation
and distribution of quantum keys using
artificial intelligence, as well as optimization
of existing ones [Klusch, 2024].

«  Detecting anomalies in user behavior using
artificial intelligence to help identify attempts
to breach quantum communication security
[Ayoade, 2022].

+ Adaptive selection of quantum encryption
algorithms for a specific situation [Ayoade,

2022].
« Creation of scalable quantum protection
systems using artificial intelligence

[Padmanaban, 2024].

« Implementation of artificial intelligence for
automated quantum cryptography systems,
which will increase their efficiency and reduce
the burden on administrators [Grabowska,
2024)].

+ Secure decision making. Using quantum
cryptography and artificial intelligence, it is
possible to ensure maximum data protection
when making critical decisions in various
fields [Bhatia, 2020].

This study examines the relationship between
artificial intelligence and quantum cryptography.

2 ARTIFICIAL INTELLIGENCE
AND QUANTUM
CRYPTOGRAP

2.1 Optimizing Quantum Key
Distribution using artificial
Intelligence

Quantum Key Distribution (QKD) is quantum key
distribution [Application Scenarios for the Quantum
Internet, 2025]. This method allows a pair of nodes
to create the same arbitrary classical key. The use of
artificial intelligence in this method can help correct
errors that occur during design. Artificial
intelligence can help ensure the integrity of the
guantum key, track method failures, track
eavesdropping attempts, optimize the speed of



quantum key generation taking into account
environmental factors and hardware performance.

2.2 Quantum cryptography as a
method of ensuring cybersecurity
of systems with artificial
intelligence

Artificial intelligence systems are now being used in
many areas such as medicine, education,
cybersecurity and many others. The question of
protecting these types of systems and the data that
enters them is increasingly being raised. Quantum
cryptography in this case will increase the level of
security, integrity and confidentiality of systems
with artificial intelligence, and will also increase the
level of trust in such systems. The study [Radanliev,
2024] describes an approach for embedding a
quantum encryption system into a real system with
artificial intelligence.

2.3 Quantum artificial intelligence in
cryptanalysis

The study [Quantum Artificial Intelligence on

Cryptanalysis, 2025] provides another way of
applying artificial intelligence in  quantum
cryptography — the application of artificial

intelligence in cryptanalysis. The study proposes a
new attack method that recovers keys using quantum
artificial intelligence. The method allows to restore
keys using the algorithm of studying patterns in
cryptographic algorithms. The study also conducted
the results of memory usage and the presented
method was more accurate than its analogues. The
main method used was quantum neural networks.

2.4 Hybrid classical-quantum systems
with artificial intelligence

Hybrid classical-quantum systems are capable of
using conventional computers to solve routine
problems, and using quantum computers for
problems that require high processing speed. This
will improve the scalability of quantum technologies
in the future and reduce computing time. The study
[Vaidyan, 2022] describes a hybrid deep learning
architecture for classical quantum learning models,
which should improve the accuracy of fault analysis
of control system processors based on the
electromagnetic spectrum domain. The presented
model was used to evaluate the impact of faults and
adversarial attacks. The researchers provided a
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comparative table in which they presented the results
of several combinations of quantum circuits.
According to the results of the study, the presented
hybrid quantum deep learning model is more
accurate in detecting flaws and attacks compared to
classical machine learning models based on
convolutional neural networks.

3 REGULATORY FRAMEWORK
AND STANDARDS

At the moment, there is no regulatory framework
that would combine two areas: artificial intelligence
and quantum cryptography. There are some studies
that highlight a number of approaches and
challenges in integrating these two areas.

Regulation of artificial intelligence is a more
developed area than quantum cryptography. Many
countries have already adopted a number of
regulations and standards that cover various aspects
of artificial intelligence. Standardization in the field
of artificial intelligence allows establishing common
principles and rules for the development, testing and
use of software with artificial intelligence. General
Data Protection Regulation (GDPR) has been
adopted in Europe [General Data Protection
Regulation, 2016]. This regulation covers as much
as possible areas related to the development of
artificial intelligence applications, as well as issues
of security and privacy of data on which artificial
intelligence algorithms are trained. In Russia,
Technical Committee for Standardization No. 164 is
responsible for the standardization of artificial
intelligence [About Technical Committee No. 164
“Artificial Intelligence”, 2025]. The main task of the
Technical Committee is to develop a regulatory and
technical framework and promote Russian standards
at the international level. At present, more than 30
standards have already been developed in various
fields, such as medicine, transport, education and
others. Another achievement is the creation of the
first voluntary certification system for artificial
intelligence technologies. The system provides
quality guarantees based on confirmation of the
compliance of applied systems with artificial
intelligence with the requirements in the field of
functional correctness, that is, that the system
performs the tasks that were declared by the
developer [The first laboratories, 2025]. The system
also allows to exclude the influence of developers on
the results. There are other developments in the field
of standardization of artificial intelligence. Let's



consider some of them. A number of standards are
being developed by the ISO/IEC committee on
artificial intelligence under the working title
ISO/IEC 42001:2023 — Information technology —
Artificial intelligence — Management system. The
ISO/IEC 42001 standard, which is being developed
with the participation of 50 countries, is important
for improving governance and accountability in the
field of artificial intelligence worldwide. In India,
there is The Ministry of Electronics and Information
Technology (MeitY) [Promoting the Adoption,
2025], which is tasked with setting a global standard
for artificial intelligence in India. In 2021, 193
UNESCO Member States adopted the first global
normative document on the ethics of artificial
intelligence [UNESCO’s Input, 2025].

Regulation of quantum cryptography is a less well-
developed area. There are not many standards and
regulations in this area. Let's look at some of them.
On August 13, 2024, the US National Institute of
Standards and Technology presented the approved
texts of the post-quantum encryption standards:

FIPS 203 — standard for a key encapsulation
mechanism based on a modular lattice;

FIPS 204 — modular lattice based digital
signature standard;

FIPS 205 — stateless hash function based

digital signature standard [Announcing
Approval of Three Federal Information
Processing Standards (FIPS) for Post-

Quantum Cryptography, 2025].

These standards define schemes for creating keys
and digital signatures that are designed to resist
future attacks that will be carried out using quantum
computers. As of January 2023, China has issued 7
standards for quantum communication and security.
China has yet to publicly disclose any institutions
working on post-quantum encryption algorithms
[China’s advancements in quantum communication
and infrastructure building, 2025]. However, China
officially plans to standardize post-quantum
algorithms in 2025. In Russia, a number of post-
quantum algorithms are being developed within the
framework of Technical Committee No. 26. Some of
these algorithms are "Rosehip™ and "Gooseberry".
"Gooseberry" is an algorithm for a digital signature
scheme based on the theory of integer lattices.
"Rosehip™ is an algorithm for an electronic signature
that is built on the basis of the Stern code-theoretic
identification protocol [Mathematical methods in
information security, 2025].

In 2022, the US National Security Agency issued a
call to transition to quantum-safe encryption by
2035. In 2023, the Cybersecurity and Infrastructure
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Security Agency, the National Security Agency, and
the National Institute of Standards and Technology
published a document that provides
recommendations for the transition to post-quantum
cryptography [CISA, NSA and NIST Publish New
Resource  for Migrating to  Post-Quantum
Cryptography, 2025].

PROBLEMS OF
IMPLEMENTING ARTIFICIAL
INTELLIGENCE IN QUANTUM
CRYPTOGRAPHY

Despite the fact that the introduction of artificial
intelligence into quantum cryptography can bring
significant improvements, there are a number of
problems that are not clear how to solve. Consider
some of them.

Technologies of quantum cryptography themselves
are very inflexible in terms of scalability and
resource intensity. Upon adding to quantum
technology of artificial intelligence, the cost of
computing resources will increase. The technology
of quantum cryptography itself is very dependent on
the hardware, like artificial intelligence. In addition
to quantum computers, which in themselves are very
large and complex in terms of production, will need
to think over the complex architecture of interaction
with video cards on which they will be trained or
which will be used for artificial intelligence
algorithms.

Another problem is the lack of methodology and
standardization  of the  development and
implementation of artificial intelligence into
quantum cryptography.

It is also worth noting that artificial intelligence and
quantum computers can be used by attackers, which
will cause great harm to states and private business.
The main factors in the development of such threats
can be distinguished:

« Hacking ordinary ciphers and quantum
cryptographic ciphers. Artificial intelligence
can make a significant contribution to the
hack, since its methods can analyze a huge
amount of information and quickly find
relationships and patterns.

e Automated detection and operation of
vulnerabilities. As an example, the use of
artificial intelligence to scan networks and
systems.

Another problem can be indicated by updating the
encryption protocols and standards, including classic



ones. This can serve as the creation of such
situations when some systems have already been
updated, while others, related to the first, are not yet,
which can very much inhibit the company's work.
As an example, the use of the TLS protocol can be
given. Using this protocol, a connection between the
services is established. This protocol is used by
Google in Chrome. In 2024, the company released a
new version of Chrome 124, which began to use a
quantum-resistant algorithm for coordination of
Kyber768 keys for TLS 1.3 and QUIC connections
to protect TLS 1.3 from quantum cryptanalysis. As
soon as this happened, users around the world began
to write complaints. The essence was as follows; it
became impossible to establish a connection with the
web server. After the TLS-coating of ClientHello,
the connection broke off with an error. ClientHello
is the first package of an encrypted connection
containing the server’s name to which the user is
connected. This package remains unpleasant, which
allows the provider to track with which site the user
communicates with. The error was the following,
earlier the size of the key was placed in one TCP
package, with quantum-resistant encryption, the size
of the key became larger and stopped placed in one
package, and as a result, firewalls, proxies and
servers interrupted the connection, as they were not
ready to such ClientHello.

The issue of regulating the creation and sale of
quantum computers, as well as providing access to
cloud services, is another important risk. Free access
to cloud resources can lead to attackers disguising
themselves as scientific organizations, gaining
access to such resources and using them in their
illegal activities. The creation and sale of quantum
computers in the future, which can threaten the
integrity of the cybersecurity protection of
organizations and companies, is an area that needs
regulation now.

4 CONCLUSIONS

During the study, it was proved that the unification
of two areas such as artificial intelligence and
quantum cryptography will help improve post-
quantum cryptographic systems, which in turn will
lead to an increase in the sphere of cybersecurity in
general. Quantum cryptography with artificial
intelligence is rapidly developing, what is the
emergence of a huge number of scientific
publications and a publication of various
communities. The main vectors of development:
Improving the quantum distribution of keys, post-
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guantum encryption, quantum machine learning for
cryptoanalysis, Hybrid cryptographic systems with
artificial intelligence, as well as automation of the
design of cryptographic protocols, in which artificial
intelligence algorithms allow to analyze large
volumes of data, to help identify of potential
vulnerabilities in cryptographic protocols.

Despite the obvious advantages of using artificial
intelligence in quantum cryptography, one must not
forget about the ethical side of application. In
particular, quantum cryptography based on artificial
intelligence entails a threat of data protection and the
problem of data confidentiality. Another drawback is
an almost complete absence of standards in the field
of quantum cryptography, and a complete absence in
the field of artificial intelligence in the field of
quantum cryptography. To solve this problem, it is
necessary that the leading world consortiums
combine leaders in this area both in terms of

business and from scientists from various
universities.
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