
DOI: 10.63550/ICEIP.2025.80.40.071 
 

Modern Possibilities of Using Artificial Intelligence in Crime 

Prevention and Crime Control 

Sergey Shvets a 
Department of Criminalistics, Kuban State Agrarian University, Kalinina 13 Street, Krasnodar, Russia 

asfalea@yandex.ru 

Keywords: Artificial Intelligence, Crime Prevention, Crime Forecasting, Predictive Analyses. 

Abstract: Artificial intelligence (AI) has significant potential in crime prevention and crime control. The article 

discusses various applications of artificial intelligence, including big data analysis, video processing, facial 

recognition, predictive analytics in the field of crime and corruption prevention, as well as compliance control 

in the corporate sector. Potential threats and problems associated with the introduction of artificial intelligence 

are also noted, such as the need for additional protection of personal data, the possibility of errors when 

creating algorithms, and the need to develop a technical base. Artificial intelligence acts as a dual-use 

technology used by both law enforcement agencies and criminals. The article draws attention to the moral 

and ethical problems of using artificial intelligence. The need to develop a comprehensive strategy, including 

legislative regulation, study of foreign experience and public discussion, is emphasized in order to effectively 

and safely use the capabilities of artificial intelligence technology in the fight against crime and corruption. 

1 INTRODUCTION 

Recent technological advances are characterized by 

the fact that so-called Internet technologies are being 

introduced into many areas of human activity. The 

capabilities they offer ensure high efficiency through 

the use of digital algorithms for processing large 

databases. It is clear that such scientific achievements 

could not fail to attract the attention of criminalists 

and criminologists in order to use them to prevent and 

counter crime [Agarwal, 20241]. The use of so-called 

artificial intelligence in the legal field can provide 

significant assistance to law enforcement agencies in 

countering criminal threats and ensuring the 

protection and safety of citizens [Rigano, 2019]. 

Despite the fact that "artificial intelligence" is 

defined as "a set of technological solutions that allow 

simulating human cognitive functions and obtaining 

results comparable to the results of human intellectual 

activity" [Bajpai, 2024], it should be noted that this 

concept is not an intelligence as such. Cognitive 

activity of a person is determined by the peculiarities 

of the functioning of his brain and, first of all, by the 

peculiarities of its structure. The inability to build a 

device that copies the work of the human brain does 

not allow us to talk about intelligence as such. In this 
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regard, it is more correct to talk about machine 

(computer) algorithms for solving practical problems 

based on big data and neural networks [Srivastava, 

2022]. The new opportunities provided by artificial 

intelligence are explained by the high performance of 

electronic computing machines, which make it 

possible to process huge amounts of information in 

relatively short periods of time. The so-called 

machine learning is nothing more than an imitation of 

human decision-making based on language models. 

It is also important to state that any new 

technologies are always used by criminals to commit 

crimes, taking advantage of the fact that law 

enforcement agencies have not yet developed ways to 

counteract them. Artificial intelligence technologies 

are also no exception, so when talking about the new 

digital capabilities of the computer world, we must 

not forget that artificial intelligence is not only an 

assistant for law enforcement agencies, but also a new 

tool for committing crimes (for example, phishing, 

the use of drones, the dissemination of fake 

information and bots). In this regard, we can state that 

artificial intelligence is a dual-use technology. We 

must be prepared for the fact that the more artificial 

intelligence technologies spread, the more crimes will 

be committed with its help. 
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At the same time, the use of artificial intelligence 

in the fight against crime comes with potential risks 

and serious ethical considerations. Such risks include 

the possibility of errors and biased algorithms, 

problems of uncontrollability and anonymity of 

technetronic crime, risks of misuse of data, lack of 

transparency in the operation of some systems, as 

well as issues of legal responsibility and information 

security. Moral and ethical issues are caused by the 

fact that artificial intelligence must make legal 

decisions or decisions with legal consequences. In 

this case, it is necessary to talk about the balance 

between security and human rights, as well as issues 

of justice and non-discrimination. 

In this regard, the study of the possibilities and 

risks of using artificial intelligence in crime 

forecasting and prevention is extremely important 

and relevant. This work is aimed at considering the 

main ways of using artificial intelligence in legal 

activity. 

2 MATERIALS AND METHODS 

This section of the article is based on an analysis of 

scientific literature and practical examples of the use 

of artificial intelligence technologies in the field of 

crime prevention. The main research materials were: 

Scientific articles and reports on the theoretical, 

practical, ethical and legal aspects of the use of 

artificial intelligence in law enforcement [Zubiar, 

2021]. 

Analysis of foreign experience presented in 

scientific publications and reports on the use of 

artificial intelligence in law enforcement in various 

countries (for example, the USA, China, Brazil, Great 

Britain, Spain, Indonesia) [Gupta, 2023]. 

An overview of existing software solutions and 

experimental projects in the field of using artificial 

intelligence to combat crime, both in Russia and 

abroad [Kuzmin, 2021]. 

The following methods were used in the research 

process: 

Analysis and synthesis of scientific literature to 

identify key concepts, trends and problems in the field 

of the use of artificial intelligence in law enforcement. 

A system analysis that allows  to consider artificial 

intelligence as an integrated technology to assess the 

impact of the possibilities of using artificial 

intelligence technology on various aspects of the fight 

against crime. 

A description method for characterizing specific 

software solutions, systems, and experimental 

projects based on artificial intelligence. 

Analysis of specific examples of successful and 

potentially problematic use of artificial intelligence in 

law enforcement (for example, the Safe City system 

in Moscow, the COMPAS program in the United 

States, China's experience in using facial recognition) 

[Kuzmin, 2021]. 

Special attention was paid to the study of artificial 

intelligence technologies used in the field under 

consideration, including: 

Machine Learning as the basic principle of 

machine learning based on data to identify patterns 

and predict. 

Deep Learning, as a subset of machine learning 

that uses neural networks to solve complex tasks such 

as image and face recognition. 

Neural Networks that mimic the work of 

biological nervous systems for learning and 

recognition. 

Big Data is defined as arrays of information, the 

analysis of which makes it possible to identify hidden 

dependencies and trends in criminal activity. 

Computer Vision, for processing and analysing 

visual information in video surveillance systems for 

face recognition. 

Geographic information systems for tracking 

location and analysing spatial aspects of crime. 

Thus, the research is based on an interdisciplinary 

approach that combines knowledge in the fields of 

criminalistics, criminology, law, information 

technology and mathematics to comprehensively 

explore the opportunities and challenges associated 

with the introduction of artificial intelligence in the 

field of combating crime. 

3 RESULTS 

The use of artificial intelligence (AI) in crime 

prevention and forecasting demonstrates significant 

results in various fields. Such areas include: 

1. Forecasting and prevention of crime: 

Various AI-based software solutions are used to 

solve the problem of crime prevention. The tasks 

assigned to AI are to predict individual criminal 

behaviour, and the combination of such individual 

forecasts makes it possible to predict the criminal 

behaviour of criminal groups. Examples of such 

systems are COMPAS, the Harm Assessment Risk 

Tool predictive psychometrics system of the criminal 

community, the CEG analytical software package, the 

PredPol crime forecasting system, the ePOOLICE 

system, Palantir software products and the Russian 

Artificial Intelligence system. These systems have 
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contributed to a reduction in crimes over the past 15 

years in the regions of their use from 10 to 50%.  

It should also be noted that social credit systems 

(PRC) are being developed, which are able to track 

and evaluate each resident, which provides a potential 

opportunity for crime prevention. 

2. Countering and investigating crimes: 

Existing streaming video processing and 

appearance recognition programs are actively used to 

counter crime. 

It is worth noting the experimental development 

of "Artificial Intelligence in the investigation and 

operational investigative activities in the commission 

of criminal offenses," programs for recognizing 

people from tattoo fragments and after plastic 

surgery, the Nigel contextual intelligence platform 

and the Mayhem system. 

The Nigel contextual intelligence platform 

provides expert advice to law enforcement agencies, 

tailored to a specific situation. 

The Mayhem system is able to recognize hackers' 

individual handwriting and detect attacks. At the 

Black Hat cybersecurity conference, the system 

successfully identified four hackers out of five. 

The use of geographic information systems allows 

to track people and vehicles, which is important in the 

investigation of crimes and the fight against 

terrorism. 

The Shotspotter acoustic system can determine 

the exact crime scene by the sound of a gunshot. 

AI video surveillance systems help to 

automatically analyse video streams for suspicious 

activity, identify individuals and search for missing 

persons. In the Moscow metro, smart cameras have 

helped to find about 100 missing people in six 

months. 

In Moscow, the "Safe City" system using the 

video analytics module is actively used in conducting 

operational investigative activities and establishing 

the circumstances of crimes. In 2020, the module was 

used in 20,067 cases, 280 persons on the federal 

wanted list were identified, and 263 subjects were 

detained. During mass events, 52 persons of interest 

to the police were identified [Kuzmin, 2021]. 

Existing re-identification systems are able to 

recognize the same person in different places, even by 

their gait. 

3. Prevention of corruption: 

AI technologies are used to track the income and 

expenses of officials, recruit personnel, and verify 

counterparties [Krylova, 2022]. The method of 

constructing a correlation model based on the analysis 

of violations in the consideration of complaints is also 

used to monitor corruption risks. 

The introduction of a digital profile of 

government civil servants creates the prerequisites for 

using AI to identify conflicts of interest and analyse 

information about income and expenses. 

AI can be used for the primary analysis of the 

corruption of legal acts and their projects. 

Foreign experience, such as the Zero Trust project 

in China and Operação Serenata do amor in Brazil, 

are examples of using AI capabilities to detect 

corruption violations [Krylova, 2022]. 

When recruiting staff, AI can improve the 

accuracy of identifying the best candidates, reduce 

bias, and take into account the company's anti-

corruption values. Vocabulary analysis and facial 

recognition can be used to identify indicators of 

corruption propensity. 

In supervisory activities, AI can help identify 

corruption risks when planning inspections and 

identifying counterparties. AI models are currently 

being developed to automate the procedure of anti-

corruption expertise of regulatory legal acts. 

4. New threats. 

Advances in AI are generating new threats, such 

as AI-driven hacker attacks. The spread of AI-driven 

disinformation is particularly dangerous. 

Criminals also use AI, for example, in drones for 

smuggling and delivering illegal substances, as well 

as in bots for fraud and distribution of illegal content. 

As already noted, the use of AI in legal decision-

making generates ethical dilemmas related to the 

possible bias of algorithms and violation of the rights 

of individuals. An example is the COMPAS program, 

which has shown bias against certain ethnic and 

socio-economic groups. 

5. Prospects for the development of AI in the field 

of law enforcement in Russia. 

Unfortunately, Russia is currently not at the 

forefront of countries actively using AI for crime 

prevention. In our opinion, it is necessary to develop 

strategic programs for the development of artificial 

intelligence tools in the field of crime prevention, 

forecasting and prevention. 

Thus, the results of using AI in the fight against 

crime are promising, demonstrating increased 

efficiency in forecasting, investigation and crime 

prevention. However, it is necessary to take into 

account emerging ethical and legal issues, as well as 

strive to develop and implement domestic 

developments in this area. 
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4 DISCUSSION 

The study of scientific literature has demonstrated a 

wide range of opinions and facts about the use of 

artificial intelligence (AI) in the field of prevention of 

crime risks and ensuring public safety. 

One of the key points is the recognition of the 

importance and prospects of using AI to solve 

problems related to crime and corruption. Modern 

computers are capable of independently manipulating 

information, learning, and interacting with both 

humans and each other. 

A number of authors describe the use of AI in 

criminal activities, including phishing, the use of 

drones, the dissemination of fake information and 

bots. It is emphasized that such crimes are 

characterized by a high degree of anonymity and can 

remove the identity of the perpetrator from the 

interaction process. Currently, there are known 

examples of automation of social engineering using 

bots used for fraud, drug distribution and involving 

teenagers in dangerous games. 

At the same time, there are significant advances in 

the application of AI in the field of law enforcement, 

related to systems for big data analysis, video 

streaming processing, facial recognition, and 

contextual search platforms. Such programs have 

significant prospects in predicting both general crime 

and individual criminal behaviour. 

In addition, it should be mentioned the use of 

video surveillance systems with AI elements in 

megacities, in particular in Moscow as part of the 

"Safe City" complex. The presence of a significant 

number of integrated video cameras in combination 

with specific scenarios of police officers' actions 

ensures high efficiency in crime prevention [Kuzmin, 

2021]. 

In the context of corruption prevention, we can 

point out the possibility of using AI to monitor 

corruption risks in the public sector, identify illegal 

actions in the field of criminal prosecution of 

entrepreneurs and in criminal proceedings. It is 

possible to use methods of constructing correlation 

models based on the analysis of big procurement data 

and accumulation of information about corruption. 

There is significant potential for AI in analysing the 

digital footprint of government employees, 

identifying conflicts of interest and discrepancies 

between income and expenses. The use of AI for the 

primary analysis of the corruption of legal acts may 

have promising development. 

As noted earlier, the use of AI generates ethical 

and legal problems both in combating crime and in 

preventing corruption. There is a need to protect 

personal data, overcome public distrust of the state 

apparatus, as well as eliminate the asymmetric 

introduction of technology in the regions in the 

absence of a clear legal framework. A public 

discussion of the moral, ethical and legal aspects of 

using AI is needed. 

5 CONCLUSIONS 

An analysis of the scientific literature allows us to 

conclude that artificial intelligence has significant 

potential for modernizing the crime prevention 

system, preventing legal risks and combating 

corruption. AI technologies, including machine 

learning and deep learning, as well as big data 

analysis, open up new opportunities for law 

enforcement agencies, the judicial system, the public 

and corporate sectors. 

Key aspects of using AI include: 

Forecasting, preventing and countering crime: AI 

can be used to analyse large amounts of data in order 

to identify criminal trends, predict likely locations 

and times of crimes, as well as to promptly identify 

and solve offenses. Examples include predictive 

analytics, facial recognition, and video stream 

processing systems. 

Corruption prevention: AI can be used to monitor 

corruption risks in the public and corporate sectors by 

analysing procurement, the digital footprint of 

officials, identifying conflicts of interest, and 

assessing the corruption of legal acts. 

Ensuring public safety: Video surveillance 

systems with facial recognition and situational 

analysis functions, such as Safe City, help solve 

crimes, track down offenders, and monitor public 

order. 

Improvement of personnel policy: AI can be used 

to improve the effectiveness of recruitment in the 

public and corporate sectors by identifying signs of 

corruption and ensuring compliance with the values 

of the organization. 

Despite the significant prospects, we can state 

some limitations in the use of AI. 

These are moral and ethical issues. Issues of 

personal data protection, non-discrimination, 

transparency of algorithms, and responsibility for 

decisions made by AI require careful consideration 

and regulation. 

Technological constraints: it is necessary to 

develop modern technological bases, ensure the 

quality and availability of data for AI training, which 

is an important prerequisite for the successful 

implementation of AI. 
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Organizational factors: successful 

implementation of AI requires clear goal-setting, 

interagency cooperation, the involvement of qualified 

personnel and consideration of foreign experience. 

In conclusion, it should be noted that in order to 

realize the full potential of AI in the field of 

combating crime and corruption, it is necessary to 

develop and adopt a comprehensive strategy. This 

strategy should include developing the legislative 

framework, stimulating domestic developments, 

creating integrated databases, studying and 

implementing best practices from abroad, as well as 

broad public discussion of the ethical and legal 

aspects of using AI. The recognition of countering 

crime using modern technologies as a priority state 

task is a key factor in ensuring national security and 

sustainable development of the country. 
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