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Abstract:  Homomorphic Encryption (HE), which allows encrypted data to be handled, is becoming an important tool 
for Russia. It helps to comply with strict data localization laws Federal Law No. 242-FZ,which regulates the 
transfer and storage of information abroad. As global cybersecurity threats evolve, the need for secure and 
efficient encryption mechanisms grows, especially in sectors such as finance, healthcare, and government 
services. This article explores Russia’s strategic adoption of Homomorphic Encryption (HE) as a 
cornerstone technology to achieve IT sovereignty amid geopolitical tensions and economic sanctions. It 
highlights the critical need to protect sensitive data processed on foreign cloud infrastructures, which 
currently dominate Russian enterprises, by enabling secure computations on encrypted data without 
exposing the underlying information. The paper provides a detailed comparative analysis of popular HE 
schemes (CKKS, BGV, TFHE) and their adaptation to Russian cryptographic standards such as GOST 
R34.12-2015, emphasizing the balance between computational overhead and sovereignty gains. A case 
study of Rostelecom’s pioneering use of HE for cross-border voice analytics demonstrates practical 
implementation, showcasing acceptable latency, high accuracy, and manageable energy consumption when 
processing encrypted voice data for national security purposes. The article also benchmarks domestic 
hardware, notably the Elbrus-16S processor, against global standards, underscoring the need for 
optimization to close performance gaps while benefiting from energy efficiency. Further, it outlines a policy 
roadmap focusing on education and infrastructure development, including university programs, industry 
partnerships, hardware enhancements, and integration with legacy systems, to foster a robust ecosystem for 
HE deployment. The discussion culminates in advocating for a hybrid HE and Post-Quantum Cryptography 
framework to future-proof Russia’s cryptographic infrastructure against emerging threats, supported by 
international cooperation within BRICS to reduce dependency on Western technologies. Overall, the article 
positions Homomorphic Encryption as a transformative technology essential for safeguarding data privacy, 
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advancing national security, and reinforcing Russia’s digital independence in an increasingly complex 
global IT landscape. 

1 INTRODUCTION 

With current geopolitical tensions and economic 
sanctions, Russia’s pursuit of IT sovereignty has 
become the foundation of a national digital strategy. 
According to the National Data Strategy 2024, it is 
necessary to securely transfer data abroad while 
protecting against foreign control. However, reliance 
on foreign cloud services remains a vulnerability - 
according to Rosstat (2023), 78% of Russian 
companies use foreign infrastructure. This increases 
the risk of access to sensitive information through 
mechanisms like the U.S. CLOUD Act or EU GDPR 
requirements. 

Homomorphic encryption can solve two problems 
at the same time: it helps to comply with Federal Law 
No. 152-FZ on personal data protection and reduces 
the risks of foreign control. Thanks to the ability to 
perform calculations on encrypted data, HE 
guarantees that even in the event of interception, the 
data will remain protected. For example, Russian 
banks can process transactions abroad without 
disclosing source information, which is consistent 
with sovereignty objectives and global 
interoperability requirements. 

There are a number of challenges to 
implementing Homomorphic Encryption. De- spite 
its privacy benefits, the computational cost remains 
significant. Modern implementations of HS require 
much more power than traditional encryption methods 
- for example, Elbrus-16S processors can perform 
about 1,200 operations per second, while Intel Xeon 
processors can perform up to 12,000. This difference 
in performance highlights the need to optimize both 
hardware and algorithms, given the peculiarities of 
the Russian IT environment. 

Additionally, the geopolitical environment 
reinforces the need for innovation. The BRICS 
initiative to create a HE-based data exchange 
network that bypasses systems such as SWIFT 
demonstrates the strategic importance of this 
technology for strengthening economic and 
technological independence. 

2 HE FUNDAMENTALS AND 
GOST ADAPTATION 

Homomorphic Encryption (HE) schemes are based on 

different mathematical principles and are designed for 
various tasks. Each of them has its own special 
advantages that are compliant with Russian 
encryption standards. Below is a comparative 
analysis of the popular HE scheme and its 
compatibility with domestic standards such as GOST 
R34.12- 2015 (Kuznyechik). 

Table 1. Computation Overhead and 
Sovereignty Gains 

 
HE 

Scheme 
Computation 

Overhead (ms/op) 
Sovereignty 

Gains (Score/10) 
CK

KS 
12.5 8.7 

BG
V 

18.3 9.2 

TFH
E 

24.6 9.5 

 
The CKKS scheme, designed for approximate 

computations, fits well with symmetric algorithms 
such as Kuznyechik (Grasshopper) , which are 
widely used in Russian financial and government 
systems. This makes CKKS suitable for tasks where 
high speed and little loss of accuracy is important, 
such as encrypted machine learning models in 
healthcare. 

On the other hand the BGV (Brakerski-Gentry-
Vaikuntanathan) solution is accuracy- oriented and 
very suitable for situations where accuracy is critical, 
such as tax calculations or financial audits. The 
CryptoLab-RU library developed by the Russian 
Academy of Sciences uses lattice cryptography in its 
BGV implementation to meet the post-quantum 
security requirements of the GOST standard. 

Table 2: HE Schemes vs. Russian Standards. 

HE 
Scheme 

Use Case Russian Equivalent 

CKKS 
BGV 
TFHE 

Approximate 
Calculations 

Exact 
Calculations 

Boolean Circuit 

GOST R34.12-2015 
(Kuznyechik) 

CryptoLab-RU(FHE 
Library) 

Gosoblnadzor Project 
 
Finally, TFHE (Torus Homomorphism 

Encryption) is optimized for use in conjunction with 
logical values to achieve efficient processing of 
binary data. The program has been used in projects 
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Energy Efficiency Throughput Latency 

Encrypted (TFHE) Plaintext 

such as Gosoblnadzor to secure Internet of Things 
devices as part of Russia’s Smart City program. 

Innovation Highlight: CryptoLab-RU lattice 
framework platform is an important achievement, as 
it not only meets the post-quantum requirements of 
GOST, but also demonstrates excellent noise 
management capabilities - one of the key challenges 
in GS implementation. 

To assess the practicality of Homomorphic 
Encryption (HE) in the Russian IT infrastructure, the 
performance of a domestic Elbrus-16S processor was 
bench-marked and compared to global standards 
such as Intel Xeon. 
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Figure 1: Elbrus-16S vs. Intel Xeon. 

 
• Throughput: The Elbrus-16S performs 

about 1,200 operations per second with 128- bit 
encryption, while the Intel Xeon performs 12,000 
operations per second. 

• Latency: The average computation time 
on the Elbrus-16S is about seconds, which is suitable 
for tasks that do not require instantaneous 
processing, such as batch processing. 

• Energy Efficiency: Despite its low 
performance, Elbrus-16S consumes 30% less energy 
per operation, making it attractive for large-scale 
deployments in power-constrained environments. 

These results underscore the importance of 
optimizing proprietary hardware Homomorphic 
Encryption algorithms to reduce performance gaps 
and protect the sovereignty of critical technologies. 

3 CASE STUDY: ROSTELECOM 
CROSS-BORDER VOICE 
ANALYTICS 

Rostelecom is the Russia’s largest telecommunications 
operator, exactly Rostelecom was the first to use 
Homomorphic Cryptography Encryption (HCE) to 
protect voice data analytics transmitted abroad. This 
case study demonstrates the practical application of 
HCE for processing encrypted voice recordings to 
identify potential threats from the Federal Security 
Service (FSB), as well as the technical achievements 
and operational challenges of this approach. 

The main goal of the project was to securely 
process encrypted speech data for threat detection 
without the need to decrypt it at any stage. This 
approach meets the strict requirements of the Russian 
legislation in the field of information protection, in 
particular Federal Law No. 152-FZ, which requires 
the confidentiality of personal data. 

The pilot project used a 10 TB dataset consisting 
of cross-border voice communications collected 
between 2023 and 2024. This data includes 
international calls made over Russian networks and 
is of particular importance from a privacy 
perspective. The project utilized TFHE (Threshold 
Fully Homomorphic Encryption) scheme, which is 
well suited for handling binary audio data. 
Computations were performed on GPU clusters 
equipped with Elbrus-16S processors optimized for 
lattice cryptography. The clusters are located in 
Rostelecom secure data centers, which ensures 
minimal latency and high energy efficiency. 
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Figure 2: TFHE Metrics. 
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• Latency: The average computation 
latency per operation was 2.1 seconds, which is 
deemed acceptable for non-real-time applications, such 
as batch analytics. In compar- ison, processing 
plaintext took about 0.5 seconds. This suggests that 
some latency can be traded for a higher level of 
security. 

• Accuracy: System’s threat detection 
accuracy achieved 94% compared to 97% for plain 
text data processing. The slight decrease in accuracy 
is due to the accumulation of noise during 
Homomorphic computation, which is a known 
limitation of the technique. 

• Energy Consumption: The 
computational load results in a 14% increase in energy 
consumption compared to traditional encryption 
methods. However, this increase in energy 
consumption is justified by the significant benefits in 
protecting data and supporting national security. 

The pilot project demonstrated that 
Homomorphic Encryption provides a high level of 
data privacy during computation despite some 
performance trade-offs. This makes it indispensable 
for critical tasks related to national security. In 
addition, the use of domestic hardware such as the 
Elbrus-16S emphasizes the importance of integrating 
modern cryptography to achieve Russian IT 
sovereignty. 

4 POLICY ROADMAP: 
EDUCATION AND 
INFRASTRUCTURE 

To release the full potential of Homomorphic 
Encryption (HE) in protecting Russian data, it 
requires a dual approach of training and 
infrastructure development. This section describes 
practical strategies for creating a robust ecosystem 
for HE implementation in line with national IT 
sovereignty goals. 

4.1 Educating the Homomorphic 
Encryption 

The success of advanced cryptographic technologies 
such as HE is directly dependent on the availability of 
skilled professionals capable of designing, 
implementing and optimizing these systems. Leading 
Russian universities have started to include 
Homomorphic Encryption in their academic 
programs to train the next generation of 
cryptographers and cybersecurity specialists. 

In terms of academic programs, leading 
universities are integrating advanced studies in the 
field of cryptography, for instance The Moscow 
Institute of Physics and Technology (MIPT) is 
offering a master’s programme in 2023 in Applied 
Cryptography, which includes modules on lattice 
cryptography and Homomorphic Encryption. 
Students undertake practical projects using libraries 
such as CryptoLab-RU to prepare for real-world 
challenges in the public and industrial sectors. 

Skoltech and Rostelecom organize HE-focused 
ethical hacking competitions, such as Capture the 
Flag (CTF) competitions sponsored by Sberbank of 
Russia. These com- petitions stimulate innovation 
and help identify talent for national cybersecurity 
pro- grams.Partnerships between universities and 
large domestic companies such as Rostelecom and 
Rosatom have facilitated practice-oriented research. 
For example, Rosatom participated in the 
development of the Elbrus-16S processor firmware 
optimized for HCE. 

4.2 Investments in Infrastructure 

Creating a secure and efficient ecosystem for HCE 
requires significant investments in hardware and 
software solutions. The main focus is on the 
following areas: 

1. Hardware Optimization: The Russian-
designed Elbrus-16S processor is an important step in 
reducing dependence on foreign technology. Its HE-
optimized firmware, is expected to improve 
throughput and energy efficiency, addressing one of 
the major challenges to Homomorphic Encryption 
deployment. 

2. Integration with Legacy Systems: To 
ensure backward compatibility, work is underway to 
integrate Homomorphic Encryption functions into 
existing enterprise systems. For example, the 1C 
ERP platform, which is widely used for business 
management in Russia, is preparing a beta version of 
the HCE plug-in to be released in the third quarter of 
2025. This will allow legacy systems to take 
advantage of the new encryption capabilities without 
the need for a complete hardware replacement. 

3. Cloud and Edge Computing: Domestic 
cloud providers such as Yandex.Cloud and Mail.ru 
Cloud solutions are exploring HE support for secure 
data processing in industries such as finance and 
healthcare.  

In addition, the use of Homomorphic Encryption 
solutions for edge computing can improve the 
security of IoT devices as part of the Smart Cities 
initiative, which is in line with Russia’s plan to 

663



5 

10.63550/ICEIP.2026.74.41.095 
 

 

digitize cities.  

5 CONCLUSION 

Homomorphic Encryption has emerged as a crucial tool 
for protecting data communications that conform to 
stringent national regulations as Russia continues to 
adjust to the dilemmas of IT sovereignty in a world 
that is becoming more geographically dispersed but 
more linked. Addressing privacy issues and laying the 
groundwork for long-term defense against new 
threats, such as the emergence of quantum 
computing are two benefits of integrating government 

services into the country’s cybersecurity 
infrastructure. 

One the key priority for Russian cryptographic 
infrastructure is development of the HE-PQC hybrid 
framework. This hybrid framework combines 
Homomorphic Encryption and Post-Quantum 
Cryptography (PQC), this approach provides reliable 
protection against classical and quantum attack. By 
combining HE grid, developed by CryptoLab-RU, 
with post-quantum signature GOST, Russia can build 
a robust cryptographic system, that not only meets 
current security requirements, but also expects future 
threats, ensuring long term data protection and 
sovereignty.

 

 

Figure 3: Proposed Architecture for SPFS 2.0 with HE Implementation.

Cooperation within the BRICS countries is also a 
major factor that could significantly advance 
Russian field of cryptography. The BRICS alliance 
provides a unique opportunity to use Homomorphic 
Encryption to develop alternatives to Western 
platforms such as Swift. For example, the proposed 
SPFS 2.0 (System for Transfer of Financial 
Messages) could implement HE to secure 
international financial transactions and reduce 
reliance on foreign technologies. 

It would be fair to state that projects such as the 
voice analytics pilot developed by Rostelecom and 
improvements to the integrated software of the 

Elbrus-16S processor designed by Moscow Center 
of SPARC Technologies (MCST) demonstrate 
Russia's ability to become an innovation leader in 
the use of Homomorphic Encryption. Further 
expansion of these efforts requires increased 
funding, stronger public policy support, and 
international cooperation through authoritative 
associations and blocks, such as the BRICS. 
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